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Leveraging EAI

Roughly last year at this time, as we cov-

ered the convergence of EAI and Web

services, many people were asking

about the ultimate survival of EAI as a

software solution. In one sense, this was

understandable, as the technologies that

make up Web services provide significant

amounts of functionality similar to that pro-

vided by EAI products, while achieving

greater interoperability. 

Still, it was fairly ingenuous to suggest that EAI

was about to go the way of the dodo bird. And a year

later, we still see a strong presence in the market from

EAI vendors. This is true for several reasons.

First of all, besides technology, EAI vendors sup-

plied knowledge. Consider a new programmer who

looks at an API to accomplish some task. Sure all

the services may be exposed as method invoca-

tions, but do you know which service to invoke to

create the application that you want? Are some

services meant only for aggregations, and should

not be used directly? Do some services have defects

that make them challenging to use? Is there a better

way to accomplish the task, given several services

that provide similar functionality? All of these ques-

tions require knowledge, not just information about

the API. EAI vendors have concentrated on examin-

ing the most critical applications in use in many

industries, worked with their APIs, and concentrat-

ed that special business knowledge in their prod-

ucts. This extra knowledge is necessary, regardless

of whether or not a Web services approach is used

to access the services provided by the underlying

application. 

Additionally, EAI vendors have adapted to the

changing times and have embraced Web services as

a key delivery mechanism for their knowledge. One

of the biggest impediments to EAI had always been

the proprietary nature of the products, which pre-

vented one system from working with another and

limited the synergy that could be created. Web serv-

ices provides widespread, vendor-neutral connec-

tivity that alleviates the need for propri-

etary solutions. Newer standards, some

authored in part by representatives from EAI

vendors, will also continue to standardize

aspects of EAI. In particular, the specifica-

tions for transactions and coordination will

become a key component in the further

merger of Web services technology into EAI.

And the EAI vendors will likely be leaders in

the release of new products based on their

previous proprietary transaction and coordination

engines, which will implement these new standards.

Much like what happened in the Java world, vendors

will compete by implementing standards, then

achieving success in the field by product differentia-

tions, such as ease of use, speed, and reliability. 

Undoubtedly, the rise of Web services has also

had a tremendous impact on EAI. Interapplication

communication, once an extremely difficult inter-

action that formed part of the basis of EAI in the

first place, is now much easier to accomplish, and

no longer requires the custom adapters that made

up a typical EAI product. This is forcing EAI ven-

dors to become Web services vendors, and move

their products up the evolutionary ladder in order

to survive the commoditization of a portion of

their services. Change is never easy, but there is of

course the upside – now more and more software

can be governed by an EAI engine, not just those

for which adapters have been written, but a broad

spectrum of applications, without the need to cre-

ate custom adapters. This allows the EAI vendors

to focus their attentions on the task of making

business sense out of the offered services, not just

plumbing. And that’s where their value add is still

intact.

About the Author
Sean Rhody is the editor-in-chief of Web Services Journal.
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E very emerging technology moves

through predictable phases of

adoption. Throughout these phases

there are equally predictable sign-

posts indicating whether the new technol-

ogy will take root in the mainstream, or be

relegated to the sidelines. No clearer sign

of an innovation’s merit can be found than

when leading enterprise resource plan-

ning (ERP) vendors begin tapping into that

technology’s promised capabilities. The evolution of

Web services and service-oriented architectures

(SOAs) have risen from once being considered bleed-

ing-edge technologies to forming the strategy corner-

stones of today’s leading ERP vendors.  

But the reality is that the ERP vendors, too, are at

an early stage of adoption. The initial strategy is to use

Web services to move away from their traditional

monolithic architecture by exposing component busi-

ness processes as Web services. This conceptually

allows these ERP processes to be used with other Web

services within the enterprise, but such an approach

relies heavily on an SOA infrastructure to provide the

necessary interoperability between Web services from

many differing sources. Companies must perform the

due diligence to ensure that their ERP vendor is suffi-

ciently motivated to provide an SOA infrastructure

that can effectively leverage Web services from all

sources – not just those from the ERP vendor – as the

consequences of selecting a potentially limiting, ven-

dor-specific approach to integration and SOA can be

severe. 

Enterprise integration vendors, on the other

hand, have their history in application interoperabil-

ity as their highest priority.  The more progressive of

these companies have taken the lead in developing

and embracing SOA and Web services infrastructure

technologies. Indeed, certain integration platforms

have been built such that everything they touch –

every application and every data source – can be

implemented as a service, so that supporting Web

service standards is simply a matter of a snap-in

protocol. This capability effectively exposes all IT

assets as Web services, even those legacy assets not

designed with Web services in mind.  The result is

the best of both worlds – an SOA infrastructure that

functions effectively as both a producer and a 

consumer of Web services.

Another important consideration is the evolution

of standards. Web services standards are still fairly

nascent, and while most vendors support

widely accepted standards like XML and SOAP,

there are still a number of gaps in the stan-

dards yet to be finalized.  Progressive enter-

prise integration vendors have stepped in to

fill these gaps within their SOA platforms to

provide the enterprise-class service necessary

to run mission-critical processes. These solu-

tions are architected so that new standards

can easily be plugged into the platform as

these standards are released. A standards-based, ven-

dor-neutral platform that readily addresses the evolv-

ing SOA capabilities prevents organizations from

being locked into any specific ERP vendor’s technol-

ogy and ensures that emerging standards will be

properly implemented.

Without a proven SOA platform, companies

may find themselves once again building point-to-

point integrations between Web services creating a

whole new generation of fragile legacy applica-

tions. Point-to-point connections – even if they are

Web services–based – are slow and costly to devel-

op, difficult to maintain and inflexible. Each time a

new connection is added, the complexity of the

application grows exponentially. A platform with

mature SOA capabilities provides the tools to dis-

cover, orchestrate, and deploy Web services as

coordinated business processes in a graphical,

intuitive development environment. Such plat-

forms address vital issues such as security, avail-

ability, and reliability, thereby eliminating the

problems inherent with the point-to-point

approach.

The decision by ERP vendors to embrace Web

services and SOAs may deliver significant benefit.

However, it is vital that companies consider how to

best achieve the maximum return on their invest-

ment in Web services, secure the future of their IT

assets, and maintain corporate agility. The answer

to that challenge lies in developing an enterprise-

wide, vendor-neutral strategy for Web services and

SOAs.  Through such a strategy, business processes

can be streamlined, redundant processes eliminat-

ed, and valuable blocks of programming can be

reused for many different purposes.

About the Author
Kristin Weller is the executive vice president of product development

at webMethods, Inc.

kweller@webmethods.com
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But, there are important con-

siderations that can signifi-

cantly improve implementa-

tion speed, ROI, and costs

associated with creating a more

dynamic, standards-based infra-

structure. This article explores

what it takes for organizations in

the public sector to build an effec-

tive enterprise architecture and

practical recommendations for a

successful, and cost-effective

implementation. 

To meet today’s demands and

plan for those of tomorrow, IT

organizations in both the commer-

cial and public sectors must estab-

lish an architecture that is both

flexible and standards-based. The

ability to proactively manage the enterprise

computing architecture is the chief goal of

information technology departments within

any government organization. In fact, an

organization’s ultimate success may hinge

on its ability to rapidly respond to changing

business strategies, regulations, and tech-

nologies.

Today, that translates into an

architecture that provides the

means to automate processes

between existing legacy applica-

tions and newer enterprise applica-

tions, and one that can support the

exchange of data between multiple

applications in real, or close to real,

time. It also means an architecture

that provides the basis to easily add

or plug in new applications, that

supports widely accepted industry

standards, and that provides the

capability to monitor and measure

performance.

The challenge, of course, for

government organizations and

Fortune 500 companies alike, is in

getting there. It is a significant

undertaking, fraught with potential road-

blocks, but there are products and tech-

nologies available today to help organiza-

tions overcome these obstacles and

achieve the transformation. And the pay-

offs are worth it.

With a modern, performance-based

enterprise architecture, organizations will

achieve significant outcomes from their

investments. The first is an enterprise with

a reengineered set of business processes

that can be monitored, measured, and

centrally tracked in real time, achieved

using best practices like the Supply Chain

Operational Reference model (SCOR). The

second is a framework that transcends

technology, allowing for data standards as

they evolve. The third is an aggressive

portfolio management plan that integrates

legacy systems with modernization efforts,

and in the process eliminates unnecessary

and redundant systems. Finally, organiza-

tions will be able to put into place a set 

of metrics to measure, track, refine, and 

ultimately ensure the success of the 

enterprise.

Making the Leap To 
Service-Oriented Architecture 

The first step in achieving a modern

architecture involves creating a strategic

vision – determining exactly where the

enterprise needs to be in the long term.

The vision should only consider the

“Future Enterprise,” and not be influenced

or limited by the “As Is Enterprise.” A

strategic vision will serve as the basis for

the road map that will chart and trans-

form the current architecture to the

desired state.

For many organizations, that strategic

vision will mean deploying a service-ori-
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ented architecture (SOA). At its core, an

SOA consists of a collection of services on

a network that communicate with one

another. Rather than serve one application

or function, those services perform a busi-

ness process, which can be utilized by

multiple applications. For example, when

a credit card authorization application is

developed as a service rather than built

directly into a program, it can be used or

consumed by multiple applications. This

highlights obvious advantages for IT

departments since applications can be

reused and are not hard-coded. 

The benefits of migrating to an SOA are

many. The most significant, particularly

with large government organizations that

have grown up over the years with stovepipe

applications, is the ability to economically

integrate systems. Legacy systems need not

be ripped out and replaced; they can be

linked and modernized using a wide range

of standard protocols, such as Simple

Object Access Protocol (SOAP) and Web

Services Description Language (WSDL).

Existing business processes can then be

leveraged as services by multiple applica-

tions – using a service only requires know-

ing its interface and name. 

With an SOA, infrastructure development

and deployment become more consistent

across the enterprise. Newly developed

components and applications purchased

from vendors can be integrated easily and

in turn deployed as services. New initiatives

are able to leverage existing services and

components kept in Web services libraries,

greatly reducing the time-to-market and

cost of development. Reusing tried and test-

ed components also reduces the risk and

maintenance factors involved in introduc-

ing new applications into the environment.

Today’s SOA-based products make the

once overwhelming task of integrating

enterprise systems now seem rather tame. A

key consideration for selecting an SOA

architecture is a flexible deployment envi-

ronment – due to the diverse, heteroge-

neous nature of most IT organizations, it is

highly advantageous to have the option of

peer-to-peer deployment of SOA solutions.  

Defining the Future – 
Beyond the “As-Is” State

The next step involves choosing the

architectural framework. This is a critical

phase; the goal is to achieve application and

data interoperability across the enterprise

that extends interoperability to include

partners and suppliers through common

data standards and processes. The

Zackman Framework is the forefather of

many of the current models of the archi-

tectural framework now deployed in the

federal government and the Department of

Defense (DoD). Within the DoD, the mod-

els in use are the DoDAF and an extended

version called the DoDAF Plus. The DoDAF

consists of an operational architecture,

(OA), system architecture (SA), and techni-

cal architecture (TA). The DoDAF Plus

extends the model to include a data archi-

tecture (DA), which focuses on ensuring

data interoperability (see Figure 1). 

Once the architectural framework has

been selected to create the enterprise

architecture, the next step is to capture the

business processes currently in place so

that they can be mapped and transformed

to the strategic vision. This is the area

where many enterprises fall short. If the

right tools are not chosen to map and

transform the processes to the desired

enterprise architecture, the organization

loses the benefits of creating the enterprise

architecture in the first place and cannot

achieve the expected return on investment.

“ With a modern, performance-based 

enterprise architecture, organizations will achieve 

significant outcomes from their investments ”

FIGURE 1 End-to-end graphical business modeling with webMethods BPM product
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The work begins by capturing the existing

or “As Is” business processes. The selected

solution should provide more than just the

graphical representation of the flow of infor-

mation among systems, organizations, and

people; it should have the ability to execute

the underlying code and deploy the business

process within the same tool. It is essential

that it include the following features:

• Ease of use: Nontechnical process owners,

such as business users and operations staff,

must be able to easily define and under-

stand process flows.

• Complete process integration: Must be able

to include automated tasks that span intra-

and extra-enterprise operations, Web 

services, as well as steps performed by 

people.

• Agility: Offer the ability to dynamically

modify and refine business processes in

response to changing business require-

ments.

A primary goal of business process

automation is, of course, to reduce the level

of human involvement in a process.

However, many processes require exceptions

handling at some level. Those human work-

flow components need to be captured and

incorporated into the overall business

processes. There are solutions available

today that include human workflow capabili-

ties and ensure that processes can be graphi-

cally mapped, represented, and executed.

With a clear end-to-end picture of the

system and human-related components

involved in business processes, organiza-

tions can then easily and dynamically look

for ways to drive operational efficiencies.

Information can be tracked across people

and departments, with an eye towards

standardizing work methods and audit

trails. In effect, process owners can point-

and-click their way towards better, more

cost-efficient operations and more easily

duplicate best practices.

Monitor and Measure 
It’s no longer enough to cobble together

several systems or let one or two applica-

tions reach into another’s data. Today’s

highest value initiatives require end-to-end

integration of complex enterprise process-

es, coupled with technologies that enable

real-time insights into what’s really hap-

pening in those processes. 

To achieve true effectiveness in optimiz-

ing your operations, you need to be able to

monitor and manage processes as they are

being executed. Business Activity

Monitoring (BAM) allows organizations to

define key performance indicators (KPIs)

that are critical to the enterprise, along

with the key metrics associated with each

KPI. In conjunction with this, BAM allows

you to monitor transactions in real time

and to compare and analyze transactions

against KPIs. These systems also have

built-in intelligence to learn from past

events and to predict and recommend

solutions to future problems. 

The Big Picture
There is a growing movement among

government organizations to develop

enterprise architectures that not only serve

the needs of today, but are also positioned

to respond to the rapidly changing needs

of tomorrow. The thought of getting there

seems overwhelming and in the past has

been an extremely expensive and difficult

undertaking. However, with SOA-based

integration products, almost every aspect

of the modernization process has been

addressed by technologies and services

that make the task much more realistic and

economical.

• Business process management solutions

simplify the process of mapping the “As

Is” enterprise architecture against the

desired or “To Be” architecture. Processes

can be graphically depicted, making it

easier for business owners to streamline

operations and find efficiencies.

• Sophisticated enterprise integration

platforms facilitate the implementation

of service-oriented architectures, provid-

ing the means to integrate legacy sys-

tems with newer applications, and to

implement businesses processes as 

services, which may be accessed and 

utilized by multiple applications.

• Off-the-shelf adapters and brokers, com-

bined with widely accepted standards,

simplify the process of exchanging data

between disparate systems.

• Business activity monitoring solutions,

which include balanced scorecards and

dashboards, complete the picture, pro-

viding managers with the means to mon-

itor and measure processes, and to ulti-

mately predict and resolve problems

before they have a chance to negatively

impact the bottom line.

By taking a holistic approach towards

achieving a modernized enterprise archi-

tecture and utilizing the technologies and

services available today, government

organizations and businesses alike can

speed the time to achieving tangible

results. They will be able to extend data

interoperability across the enterprise, 

eliminate redundant systems, improve 

data quality, and measure processes

against business-oriented goals. 

Most importantly, a foundation will be

in place to automate and incorporate a

wide range of processes to accommodate

the needs of today and tomorrow. 
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History
Nova Marketing Group has devel-

oped a set of shared libraries and an

address database that allows their

clients to include powerful address validation,

correction, and transformation functionality

within their business applications. The product is

called nCode. Banks, call centers, and govern-

ment departments are typical users of nCode. It

uses a unique, extremely high performance

engine written in C++ with a lot of attention to

portability. The same source code runs on a wide

range of hardware, from IBM AS/400 and Z Series

mainframes, to low end Windows machines. In

between, it runs on practically every flavor of

UNIX. This portability is achieved with no com-

promise to performance. Over time, various

enhancements including Java Native Interface

and DCOM client/server wrappers have been

developed. My initial connection with Nova

Marketing Group was as the maintainer of the

Unix ports.

Nova Marketing Group decided to produce a

Web services version of nCode. The first imple-

mentation of nCode Web Services Edition was

built on the Windows .NET architecture. My proj-

ect consisted of building a version that would run

on UNIX, specifically AIX and WebSphere. 

Free Tools: Not Just Because I’m Cheap
I can’t deny that cost was a factor in my choice

of tools. It was not, however, the main factor.

Since Nova develops on eight flavors of

UNIX as well as OpenVMS, it is very

helpful to have the same set of tools. For

this reason development was achieved

using g++ and Xemacs using CVS as the version

control system. Using the same compiler on

each platform enhances portability. I only have

to deal with the quirks of one compiler. Make

files are substantially the same for each plat-

form.

When building open source tools, things go

better if one builds them with gcc. They also

seem to work better on open source platforms.

This will become very relevant later.

Implementation
Web services work by implementing remote

procedure calls using SOAP as an architecture

independent transport mechanism. Mechanisms

exist that allow the code that implements the pro-

cedure calls to create a WSDL file that defines the

interfaces. Mechanisms also exist to automatical-

ly produce code that implements Web services

interfaces given a WSDL file. 

At the start of the nCode Web Services Edition

project we developed a proof of concept based on

gSoap, gSoap is a C++-based set of utilities for

writing SOAP clients and servers. It has a utility

that generates C++ code for clients and servers

given a WSDL file. This has the advantages of pro-

ducing low footprint, high performance clients

and servers. These SOAP application servers work

with Apache 1.x Web servers. In many ways, this

seemed to be an excellent product, and for many

applications it is highly recommended. 

Unfortunately for us, this approach had two

fatal drawbacks:

• The SOAP produced was not compatible with

the SOAP expected by Microsoft’s SOAP han-

dler. The naming conventions did not quite

match.

• gSoap is tied to Apache. This was no longer

acceptable since our potential customers

needed to run nCode Web services on the

application server of their choice.

Having abandoned gSoap as the solution, I

looked at various other approaches. Java was ini-

tially ruled out for performance reasons. The four

that got some attention were: 

• Mono

• PERSIA

• Rolling our own SOAP

• Unix-based DCOM

Mono is an effort to create an open source

implementation of the .NET Development

Framework. Mono is produced by Ximian, which

is now part of Novell. Mono has the potential to

allow considerable interchange between the

Microsoft and open source platforms. Microsoft

has been somewhat ambivalent towards this

effort. Mono was not, in my opinion, mature

enough at the time I was doing the evaluation

(November 2002). One problem I found was the

lack of documentation. Someone needs to write

“Mono for Dummies”. Bear in mind that the plat-

form I was targeting was AIX. Functioning AIX

WSJ: TECHNOLOGY

Sleeping 
with the Enemy
.NET and Java living together

People often assume that .NET and J2EE are locked in some kind of life and death struggle.

In fact, they can co-exist very well as I proved on a recent project. Both .NET and J2EE are based

on open standards; these are Web Services Definition Language (WSDL) and Simple Object Access

Protocol (SOAP), both of which are built on Extensible Markup Language (XML). This article

describes how a .NET Web Services application was cloned using Java to run on a variety of 

Unix platforms.

FIGURE 1 Unix-based proof-of-concept architecture
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versions of open source projects tend to become

stable sometime after the equivalent Linux and

BSD releases.

PERSIA, which is now called LIEF3, is a pro-

prietary Web services product from Roguewave.

This looked promising, as at the time we were

very into doing the project in C++. However an

AIX version was not available, and there were

requirements concerning the C++ compiler. The

folks at Roguewave were extremely helpful with

technical information. 

Rolling our own SOAP was considered, but

rejected after my experiences trying to get gSoap

to work with IIS SOAP. This is seriously complex

code that would overstretch us in both imple-

mentation and testing.

Unix-based DCOM was explored as part of a

solution. It seemed to have the option of allowing

us to reuse the DCOM-based nCode server that

had been produced for Windows. This ultimately

turned out not to be true. The Windows-based

nCode DCOM server made heavy use of

Windows threads, which are not portable to a

POSIX based environment. Another problem was

that the data transformations from DCOM for-

mat to nCode format were coded in Visual Basic.

DCOM stores variable length arrays in a particu-

lar format called SAFEARRAY. While easy to

access from .NET languages like C#.NET and

VB.NET, they are not at all easy when using MS

Visual C++. It would be even harder when using a

generic C++ compiler such as g++. 

The Java Revelation
The decision to use Java was made reluctantly

because I was blinded by performance concerns.

In fact these concerns were misplaced, since Java

offers considerable advantages which more than

compensate for any loss in performance.

Java is a managed environment. It is much

easier to write crash-proof programs using Java

than using other languages like C or C++. Writing

C++ that does not contain memory leaks or

memory access errors is much easier said than

done. Server software must run for months with-

out restarting, so even small memory leaks are

problematic.

J2EE provides a standard cross-platform and

cross-vendor environment. “Write once, run any-

where” is considerably more than just a slogan.

Java provides a standard way to process

WSDL to implement Web services. It is also very

well documented. Using the tool wscompile and

a small amount of Swing Java GUI code, it was

quite easy to produce a Java-based client that

could access a subset of the .NET-based IIS serv-

er’s Web services. The utility wscompile or an

equivalent is contained in any Java Web services

toolkit. This utility takes as input a WSDL file and

produces the classes required to create either a

SOAP client or a SOAP server. The WSDL file I

used was produced by the nCode Web Services

Edition .NET development team. In this case I

used wscompile to produce the classes for a

client.

Producing the client was a significant mile-

stone since it verified that .NET SOAP and Java

SOAP were actually compatible. This was not the

case with the prototype built using gSoap. The

data structures used were not trivial, variable

length arrays of nested structures were amongst

some of the challenges presented. 

Next I had to produce a proof-of-concept

server. The WSDL file was processed once again

with the wscompile utility to create the Java class-

es needed for the server. The server’s Java code

accessed the nCode libraries by JNI. JNI is Java’s

mechanism for invoking routines in external

libraries. Nova Marketing Group already had the

necessary JNI wrapper classes.

The proof-of-concept server was produced as

a servlet running on the Tomcat application serv-

er platform. According to Sun:

FIGURE 3 Unix implementation of nCode Web Services

FIGURE 2 Windows implementation of nCode Web Services
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“Java Servlet technology provides Web devel-

opers with a simple, consistent mechanism for

extending the functionality of a Web server and

for accessing existing business systems. A servlet

can almost be thought of as an applet that runs

on the server side – without a face. Java servlets

make many Web applications possible.”

Apache Axis was selected to handle the SOAP

on the application server end. According to the

Axis Web site: “Axis is essentially a SOAP engine –

a framework for constructing SOAP processors

such as clients, servers, gateways, etc. The current

version of Axis is written in Java.”

Axis provided the tools to convert the WSDL

produced by the .NET implementation into a set

of Java classes that, in turn, implemented an

applet that could be run on any J2EE-compliant

application server. Axis also provided stub rou-

tines for implementing the nCode interface logic.

Tomcat was chosen as the application server

since it is free, small, and cross-platform. It is also

well documented and easy to configure. This

allowed the proof of concept to be demonstrated

with Tomcat running on a Pentium 200 running

Linux. Figure 1 illustrates the UNIX-based proof-

of-concept server architecture.

I proved to myself that Java SOAP and .NET

SOAP were interoperable. The proof of concept

used moderately complex data such as nested

structures and variable length arrays and could

exchange data in both directions with its .NET

counterpart.

Next I had to design the real thing. Various

approaches were considered. For a while I

favored scaling up the proof of concept and call-

ing nCode directly using JNI. I was persuaded

from this by Nova’s technical team who had pro-

duced a separate nCode server process to handle

nCode transactions. 

The Windows approach is shown in Figure 2.

Requests are processed by IIS, the Windows

Web/application server. These are then passed by

DCOM to an nCode transaction server, which

passes the request to an available worker thread

or queues the request until a worker thread

becomes available. The number of worker

threads is defined at start time by a configuration

file. Each worker thread contains its own connec-

tion to the nCode API, which resides in a set of

Windows DLLs. These connections are created

only once, at start-up time. Connecting to the API

is a comparatively expensive operation, so con-

necting only once saves resources. If no transac-

tions are received for a certain period (about 20

minutes) the transaction server closes down. This

flushes any data requests as well as freeing

resources. 

A multithreaded approach was mandated for

better scalability. Since some nCode transactions

could be too time consuming for high transaction

volume systems, it would be impractical for all

other Web requests to be stalled pending the

completion of a complex query.

Why a JNI Approach 
Would Have Been a Bad Idea

Before looking at how I finally architected my

solution, it is worth explaining why JNI would

have been a bad idea. JNI (Java Native Interface)

is a mechanism that allows Java to call functions

written in another language. This gives two main

advantages:

• The code will run faster than if it was written in

native Java.

• The code can do things that are impossible in

Java, such as interfacing directly with the oper-

ating system.

This sounds wonderful. I can call nCode

directly and run at C++ speeds. So what’s the

catch? Java and C# are called managed environ-

ments. Code is only allowed to do valid things.

Bounds violations and memory allocation prob-

lems are handled by the virtual machine and

trapped. This, however, does not extend to code

called by the JNI mechanism. Errors here can and

do crash the Java Virtual Machine. When running

in an application server as one thread in the serv-

er’s Java Virtual Machine, a memory error can

bring down all of the services on the application

server. 

Evolution of the Solution
The Axis servlet approach worked well in the

proof of concept and was used in the end prod-

uct. The decision to have a separate nCode server

process required some  interprocess communica-

tion.

Various approaches were considered. CORBA

was initially ruled out since I had bad experiences

with it on an earlier project. However, it eventual-

ly became apparent that creating a language-

neutral, architecture-neutral, bug-free inter-

process communication package from scratch

was a tall order. CORBA suddenly became more

attractive. What made it more attractive was that

Java supported CORBA as an inter-process com-

munication protocol. The CORBA IDL (Interface

Definition Language), which defines the inter-

faces, was obtained by converting the DCOM IDL

used on the Windows implementation. There was

a need to provide a Web services to nCode Server

layer. The nCode Server was a port of the existing

Windows nCode Server, which implemented an

interface that was much closer to the API provid-

ed by the nCode shared libraries. The Web servic-

es API was much higher level. This mapping was

done on the Windows version using Visual Basic,

which had to be hand translated in Java for my

implementation.

Building the Unix nCode 
Server – First Find Your ORB

The UNIX nCode Server could only be loosely

based on the Windows implementation since the

Windows version used both DCOM and the

Windows thread model. The first thing I required

was an ORB – a library and set of utilities that

allow one CORBA process to talk to another. My

ORB had to be:

• Compatible with the CORBA stream emitted by

my Java applet

• Cross platform; available for at least Solaris,

AIX, and Linux

• Reasonably inexpensive; the cost of using the

ORB should not impact the price of the nCode

product

I tried several ORBs with varied levels of suc-

cess. Then I encountered Mico, which worked,

was well documented, and ran on virtually every

platform.

Using the IDL-to-C++ generator, I was able to

make a skeleton server. All I had to implement

was the functionality that linked the IDL meth-

ods. Simple really; well, not quite. The first prob-

lem: How does the Java code find the C++ server?

There are various ways a server based on CORBA

can advertise its presence. I chose the simplest.

When the server starts, it writes its ior (how to

communicate) data to a file in/tmp. The Java

side just reads this and links to the server 

accordingly.

Since Mico is multithreaded, there was no

need to implement threading manually. It

came for free with Mico. Mico threads are tran-

sitory. The nCode connections were imple-

mented in a pool, since the setting up of con-

nections to nCode is a comparatively expensive

operation. When a thread starts, it looks for an

existing free connection in the pool. If there are

no free connections it creates a new one and

adds it to the pool. If there is no server activity

for twenty minutes all connection are closed to

flush any data. The implemented solution is

depicted in Figure 3.

Implementation Surprises
After the usual round of debugging, fixing

typos, and other errors, it all seemed to work.

Unfortunately, I wasn’t out of the woods yet.



The AIX nightmare 
After a reasonable amount of testing on

Linux, I decided to move on to AIX.

The AIX version of the nCode libraries is

implemented using xLC, the IBM C++ com-

piler, since that is what Nova’s customers

use. Mixing different C++ compiled objects

requires considerable patience, luck, and

in-depth knowledge. Mico wouldn’t build

using xLC on my hardware. I eventually

resolved this problem by building the Mico

library using GNU g++ and using my own

patience, luck, and in-depth knowledge.

After combining the GNU g++ compiled

Mico library with the xLC-generated nCode

shared libraries, things went more smoothly.

Other Bad Dreams 
Simple demos ran fine but under load the

whole system started to slow down and fail. The

problem was that Mico fires off a new thread for

each transaction; these threads would not die

until told to by the Java end terminating the

transaction. This was done as part of the

garbage collection routine of the Java Virtual

Machine. When the Java end is busy, garbage

collection is deferred and threads accumulate. I

resolved this by directly invoking the garbage

collector in the Java code.

The next problem was a memory leak in

Mico when CORBA used output-only param-

eters in our interfaces. This went away when

the parameters were made input/output.
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TABLE 1 Windows Implementation Summary

Software Layer Implemented As Implementation Language Compiler Comments

nCode API Set of DLLs C++ MS VC++ The implementation of the nCode libraries is 

C++-based for performance and portability reasons.

nCode COM Server COM EXE C++ MS VC++ A natural way to implement a custom COM EXE 

server that interacts with native C++ libraries is 

C++. Separating COM process from IIS means 

that fault tolerance is built in.

nCode Web Services Interface Web Service VB.NET MS VS.NETCOM Interop provided by .NET makes it very 

easy to call the COM EXE. At the same 

time, VB.NET makes working with SOAP and 

WSDL as transparent to the developer as possible.

TABLE 2 UNIX Implementation Summary

Software Layer Implemented As Implementation Language Compiler Comments

nCode API Shared libraries C++ xLC for AIX The implementation of the 

Usually g++  nCode libraries is C++-based for per

formance and portability reasons.

nCode Java Server Daemon process C++ g++ CORBA replaces the COM in the Windows version.

stated at boot up Keeping the server process separate from the 

application server means that fault tolerance is 

built in. The IDL compiler provided by Mico 

converts IDL to C++ classes.

nCode Java WAR Web Service Java Usually Sun’s JDK The Java Axis package from Apache 

On AIX IBM’s Java makes the WSDL and SOAP transparent.

1.3 The CORBA package provided with Java  

handles communication with the nCode Java 

Server. RMIC in Java converts the IDL into Java 

classes.
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Good Dreams 
Testing was the good news. I was able

to use the testing suite that Nova had

developed when implementing the

Windows implementation of nCode Web

Services Edition. This included both a set

of functional tests and a stress testing 

harness. 

Functional testing was performed using

Web pages hosted on an IIS Web server

that made Web services requests to anoth-

er application server to perform various

nCode functions. The server URL for the

application server requests was defined in

a parameter file. Changing the URL value

allowed me to test the Unix implementa-

tion of nCode Web Services Edition. Stress

testing was performed by a suite of VB.NET

utilities that made Web services requests

to a server defined in the configuration

files. This suite, which was highly multi-

threaded, was able to simulate a wide

range of scenarios by defining complex

test scripts. 

Testing was performed initially using

Tomcat, and finally using WebSphere. The

implementation in WebSphere was simple,

a matter of creating a WAR file containing

all the Java class files and the JAR files to

run them. A WAR file is the same as a Java

JAR file but the suffix is changed to WAR.

WebSphere’s configuration utility just read

the WAR file and performed all the neces-

sary setup.

Comparison Between Windows 
nd Unix Implementations

Tables 1 and 2 summarize the two implemen-

tations.
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I n this environment, a well-behaved

application not only needs to interact

with external systems and consume

services from them, but also needs to

be a service provider. This is driven by a

need for reuse and adaptability and fuels

the current push toward services-orient-

ed architectures (SOA).

However, this leads to the question:

How do we get all these services to work

together in a heterogeneous, networked environ-

ment? The answer is BPEL, the Business Process

Execution Language for Web Services. BPEL pro-

vides a standard, portable language for orchestrat-

ing services into end-to-end business processes

and builds upon a decade of progress in the areas

of business process management, workflow, and

integration technologies. It’s built from the ground

up around XML and Web services and is support-

ed on both the Microsoft .NET and Java platforms.

What does BPEL add to the existing

Web services standards and Java plat-

form? It’s clear that the industry must

have been hungry for BPEL, given the

support it has received from nearly

every major technology vendor in the

past year – but why? The first driving

force is the new class of connected

applications, which makes implement-

ing business processes a mainstream

problem that most developers must tackle.

Surely a second factor was the alphabet soup

of earlier proprietary workflow languages,

which slowed their adoption and created a

standards vacuum that BPEL fit perfectly. And

finally, Web services have accelerated the

process by providing a standard interface for

publishing services and requiring a shift in the

way service composition is done. BPEL, then,

is just what the doctor ordered. The emer-

gence of BPEL as a standard for describing

business processes is a step in the evolution of

the application platform (see Figure 1). 

Aligning with this shift, many of the major

technology vendors in both the Java and .NET

camps have announced that they will ship BPEL

engines in the future, so why are so few commer-

cially available today? It turns out that the matu-

rity of BPEL as a process language makes it fea-

ture rich but complicates the process of building

a scalable, reliable BPEL engine. For example,

BPEL is designed with asynchronous services at

its core, but this means that servers must deal

effectively with persisting state for long-running

flows, correlating asynchronous messages, and

reliably handling the case where an outbound

message has been sent but the server crashes

before the response is received. The rest of this

article examines how these requirements, and

the new standards to support them, naturally

extend both the Web services standards and the

current Java platform.

To make this discussion more interesting –

and more comprehensible – let’s consider a real-

world example: an order management process at

a large hardware manufacturer. This manufactur-

er accepts wholesale orders from many different

sources and responds immediately with an order

tracking number, but has a long-running flow in

the back end to process and track the order and

call the client back when an invoice is ready.

As shown in Figure 2, this flow needs to invoke

synchronous services, such as looking up pay-

ment terms in an Oracle Financials package, as

WSJ: STANDARDS

In recent years the application server has greatly evolved, expanding the set of core services

provided by the infrastructure. The current Java platform supports XML data handling, scalability,

load balancing, and other capabilities that allow application-level services to be developed more

easily and deployed more reliably. This progression must now address developers’ latest concerns

regarding security, distributed transactions, and reliable messaging because applications no longer

stand alone – they’re deployed into a technology ecosystem that can span departmental and orga-

nizational boundaries.
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well as asynchronous services, such as submit-

ting the order to a mainframe system, which will

compute the invoice as part of a batch process.

XML data is exchanged between all the systems

and the manufacturer must process millions of

these transactions a day at peak loads—tracking

them, reporting on them, and handling excep-

tions, notifications, and manual processing steps

as needed.

This process is a typical example of the new

class of requirements that developers must

address when developing SOA-based applica-

tions, including:

• Bindings to heterogeneous back-end systems

• Asynchronous interactions

• XML data transformation

• Flow coordination

These requirements are transforming the

application server from a container for presen-

tation and tightly coupled business logic to an

infrastructure that equally supports asynchro-

nous messages and flow coordination. This

transformation is enabled and accelerated by

emerging standards that will extend the bound-

ary of the Java platform as we know it (see

Figure 3).

Some of the key standards that are being

implemented in J2EE application servers around

this area include the following.

Extensible WSDL Binding Framework (JSR-208)
Web services are clearly demonstrating

their value as an integration standard; however,

not all back-end systems are SOAP or Web

service enabled. The JSR-208 working group

and existing frameworks like WSIF (Web

Services Invocation Framework) from Apache

focused on helping the Java platform support

Web services messaging without requiring

every system to be wrapped with a Web service.

In this way, hardware manufacturers can use

BPEL to orchestrate JMS messages sent to and

received from the mainframe.

Process Flow Coordination (BPEL)
Asynchrony, parallelism, sophisticated excep-

tion handling, long-running processes, and a

need for compensating transactions change the

fundamental nature of what we think of as an

application. While the order management flow

looks simple, the long-running and asynchro-

nous message exchanges alone would make it

complex to implement in Java today. Add paral-

lelism and compensation logic and things get

downright ugly….

Reliable Web Messaging (WS-Reliability) 

One of the challenges of SOA-based applica-

tions is that you can’t assume that all the end-

points are available at the same time, all the

time. The WS-Reliability Web messaging stan-

dard lets the infrastructure guarantee the order

and delivery of messages across service end-

points.

Security (WS-Security)
In addition, security requirements are obvi-

ous when exchanging text-based messages over

(and across) unsecure networks. By addressing

this problem with infrastructure-level standards,

security is provided without sacrificing interop-

erability.

XML Data and Transformation (JAXB, XQuery)
SOA-based applications need to access

and manipulate XML documents flowing

into and out of each service. New Java facili-

ties like JAXB and languages like XQuery

simplify these tasks.

User Interactivity (WSRP)
Most business processes incorporate user

interactions at many levels, such as portals

to initiate and inspect the state of processes,

manual approval tasks, and exception han-

dling. The Web Services for Remote Portlets

(WSRP) standard enables the next genera-

tion of application servers to support user

interactions in composite processes as

robustly as they’re supported for Web appli-

cations today.

Choreography and Contracts (WS-CDL)
As the Web services standards reduce the

barrier for trading partners to interact, a for-

malism is required to describe the contracts

involved in richer business collaborations.

FIGURE 2 Order management process

FIGURE 1 Evolution of the application platform



Summary
The trend towards building SOA-based

applications marks a fundamental shift in

the way that applications are built. Appli-

cations today are triggered by events,

orchestrating services from both existing

and new applications, and integration

must be asynchronous and loosely coupled

to be reliable. Not coincidentally, a new set

of standards has emerged to address these

requirements, and vendor adoption of

these open standards is increasing confi-

dence and accelerating adoption in the IT

community. This is clearly promising and

will offer enterprises more seamless inter-

operability between heterogeneous sys-

tems and services than was previously pos-

sible. Of course, all the applications

deployed on this standards-based infra-

structure benefit from the inherent capa-

bilities of the underlying platform.Of

course, some challenges remain. Several

standards in areas such as reliability and

connectivity are less mature. Also, because

this new architecture doesn’t fully address

information quality, vendors must provide

data-quality services that offer profiling

and cleansing features. Still, it’s clear that

these developments are going to dramati-

cally change how we build applications –

and that the application server and BPEL

are at the core of this new wave.
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FIGURE 3 The evolving application server platform
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I t was logical that the company would

also look to the Internet for the best way

to boost the performance of its growing

customer service operation. Bandwidth

built an application to verify customer

address data before a quote is provided. The

result: accurate quotes provided in seconds

for customers. 

The Problem with 
Customer-Input Data

After introducing an Internet-based service

procurement application in January 2003, we

soon realized we needed a swifter and more effi-

cient way to cleanse and validate the informa-

tion that customers were entering in our quote

request form. Customers that were entering

inaccurate or invalid name or address data in the

form were placing unnecessary stress on our

real-time pricing system, which resulted in rising

customer frustration and increased wait times.

While the problem may have seemed com-

plex, the solution was simple: find a full-featured

address validation system that could operate in

real time. There was one additional requirement.

We did not want to maintain any of the valida-

tion data on our own servers. We wanted a Web-

based solution so we could truly leverage the

power of the Internet to check the customer

information in real time without the burden and

expense associated with having to create and

maintain our own corporate database. We

sought these capabilities in a reliable, platform-

independent package that could be implement-

ed and operated quickly. Melissa Data Corp.’s

Data Quality Web Service (DQWS) delivered that

functionality.

A Speedy Solution
After securing a trial account, we

were writing sample applications in

one day. Melissa Data maintains the

U.S. Postal Service databases at its facil-

ity, and takes care of all the servicing

and updating functions. This made

their Web-based service a perfect fit for

all our needs.

The data validation service provides

instant verification, correction, and standardiza-

tion on name, address, nine-digit ZIP code,

phone number, and “geo-coder” (latitude and

longitude) information.

With DQWS, Bandwidth.com passes along all

the standard address information received from

customers to the application via an HTTP post.

XML technology and the Internet provide easy

and secure online data verification. In return,

DQWS sends a message, including the cleansed

address and any errors that occurred during vali-

dation. The cleansed information is then sent to

Bandwidth.com’s pricing engine to determine

the Internet service availability options for the

given address. 

If a bad or incomplete address is given, the

customer is alerted instantly and asked to resub-

mit the form.

For example, if a customer were to input an

incorrect address for the phone number given,

the validation engine would issue an alert.

Sometimes people do that because they want

someone to call them back instead of complet-

ing the transaction over the Internet. Web valida-

tion improves our ability to be flexible in order to

successfully complete every transaction. And by

doing it more quickly and efficiently, we’re able

to assist more customers than we ever could

before.

The Web validation service has performed so

well that we recently began using it to perform

street searches for addresses where the range

submitted by the customer was rendered invalid.

This function has proved invaluable to our part-

ners and us because it provides alternative

addresses when there’s no exact match.

Only five times in the entire first year of oper-

ation did a customer submit a valid street

address that the Web service could not validate.

This is especially impressive since Bandwidth

.com validated between two and three million

records using the data Web service last year. Not

only is the service incredibly accurate, but our

typical response time remains at one second or

less. This is extremely important for the real-time

nature of our application.

Lessons Learned
Maintaining a speedy response time is of

the essence because some of our biggest part-

ners are some of the biggest names in personal

computing, including Dell Inc., Hewlett Packard

Co., and IBM Corp.

The Dell Web site alone delivers peak loads

of 1,000 to 2,000 requests an hour from cus-

tomers wishing to secure high-speed Internet

access to use with their new high-tech gear.

Because of the exemplary response time now

possible with address validation, Dell cus-

tomers have the opportunity to be informed of

the variety of Internet connectivity options in

their area and select one – all before the end of

the call.

Summary
Address validation upfront is a must for a

high-quality, real-time procurement process, as

service providers’ regions of coverage vary

according to customer addresses. To sell our

services online with confidence, we need the

assurance of address accuracy. Before imple-

menting address validation, customers going to

our Web site would fill out and submit a lead

form, then get in the queue and wait for a call-

back. It wasn’t until that time that any informa-

tion discrepancies were mentioned and then

they had to be cleared up over the phone, which

always took precious time.

About the Author
Scott Barstow is chief technology officer for Bandwidth.com,

based in Cary, N.C.

sbarstow-press@bandwidth.com

July 2004 w w w . w s j 2 . c o m26

WSJ: SUCCESS STORY

Cleansing Data 
at the Source

Bandwidth.com provides options for securing the best deals on Internet connectivity. It has sold

Internet connectivity of all types and speeds from a wide selection of national service providers to

thousands of homes and businesses since 1999. The company’s quote service provides up-to-date

prices from top providers nationwide.
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Relieve stress with real-time data validation
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D
ata Interchange is

exactly what its name

implies, a means to

transform data from

one format to another. It can

transform data to and from XML,

SOAP, Comma-Separated Value

(CSV), fixed width, structured

text (EDI, SWIFT), and Microsoft

Excel. The basic process involves

four steps:

1. Define the input data format

2. Define the output data format

3. Create a mapping between the formats

4. Deploy the transformation service to the

Cape Clear Server

Figure 1, from the Cape Clear documen-

tation, illustrates the life cycle of a typical

transformation. During development, if the

input or output document is not predefined

by an XML Schema, DTD, or WSDL file, the

developer must create a Text Schema using

the Text Schema Editor. Once laid out, a

transformation is created using the XSLT

Mapper. Finally, the service is deployed to

the Cape Clear Server.

At run time, documents may be submit-

ted in a number of ways. When the

document is received, if it is not

already in an XML format, it is trans-

formed into XML based on the Text

Schema previously defined. The result-

ing XML document is mapped to the

output document using the mapping

rules defined in the XSLT Mapper. If the

output document is specified by a Text

Schema, the data is transformed a sec-

ond time to its native text or Excel format.

Developing Schemas
For the purposes of this review, I will

develop some simple transformations to

execute a business process. The first trans-

formation involves a fixed-width text file

that contains the names, addresses, phone

numbers, and e-mail addresses of a group of

people.

Using the Text Schema Editor, it is easy

to develop an XML Schema representation

of the text document. First, a sample text

file is loaded into the editor. From there,

defining fields is as simple as highlighting

the text that constitutes the field in a row.

For this example, each field is fixed length.

The Text Schema Editor automatically sets

the width of the field based on the high-

lighted text. Additionally, each field is given

a name and a data type (any valid XML

Schema type may be used). Optionally, one

can specify the default value for empty

fields, a regular expression that defines the

format of the data within the field, whether

data is marked with quotes, what characters

to trim in fixed-width files, the alignment of

the data within the field, and whether the

field should be processed with regards to

case. A start and end tag may also be speci-

fied, which can be useful if the data is, for

example, preceded by a label such as

“Address:”. It is also important to note that

the Text Schema Editor has the power to

handle document headers and footers with

a variety of information. For example, if the

incoming text file contained routing or sys-

tem information as a data block in the head-

er, it may easily be parsed into an XML

structure or ignored, depending on data and

system requirements.

Once created, the text schema serves as

the parsing rules for a submitted text file.

When the file is received, the rules in the

schema are applied and the document is

transformed to XML. After the input file has

been transformed, Data Interchange may

leverage the full power of XSLT in the map-

ping process.

WSJ: PRODUCT REVIEW

Company Info

Cape Clear Software Inc.

880 Winter Street, Suite 300

Waltham, MA 02451 

Tel: 781 622-2258

Fax: 781 622-2378

Toll-free: 888 CAPE-439 

Sales: sales@capeclear.com

Licensing

On a per server basis as part of the Cape Clear 

Business Integration Suite

Pricing

Starts at $20,000 per server
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A solid tool that combines the best 
of two technologies

No matter how advanced enterprise systems become, the sophistication of the tools available to

build them, or the advances of architectural approaches and best practices from which to start, the

life blood of any system is the raw data. Without the data, what’s the point? Whether the system is

simply collecting information from a set of HTML forms, or is one participant in a highly complex,

distributed environment consisting of several integration touch points, there will always be the chal-

lenge of getting data into and out of the system. Data Interchange from Cape Clear provides a novel

approach to this problem by applying the best of what XML and Web services have to offer.
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Mapping Documents
The XSLT Mapper is the tool in which a devel-

oper graphically creates a transformation from a

source file to a destination file. The interface,

shown in Figure 2, is intuitive and follows the

general paradigm of mapping interfaces found in

similar tools. To create a transformation from the

source document to the result document, simply

drag the desired node from left to right.

The Mapper supports complex transfor-

mation logic by supporting individual trans-

formation rules and XPath statements. XPath

statements allow the developer to further iso-

late the source data into node sets for trans-

formation. Individual transformation rules

allow the application of any available XSLT

function such as concatenation, substring,

arithmetic operators, etc.

Another powerful feature of the XSLT

Mapper is the ability to use XSL templates.

Templates allow the encapsulation of

transformation logic into reusable mod-

ules. For example, if processing a docu-

ment with multiple sets of personal infor-

mation (i.e., ship-to customer, bill-to cus-

tomer, sales representative, etc.), the logic

to extract the first and last name of each

party could be encapsulated into a tem-

plate. The template can then be applied

when appropriate throughout the docu-

ment without manually repeating the

logic.

Performing the Transformation
Now that the XSLT mapping has been

created, it may be deployed to the Cape

Clear Server. Cape Clear is packaged with a

Web service implementation that performs

transformations based on mapping docu-

ments. To use this prepackaged service, a

new project must be defined in Cape Clear

Studio. Once the project is created with this

transformation Web service, the “Package in

a WSAR file” wizard is used to associate the

input and output XML Schemas and the

input and output XSLT files.

Once packaged and deployed, the XSLT

transformation is made available through a

Web services interface. In the default config-

uration, source documents are submitted to

the server using SOAP with attachments.

The attachment is read, transformed using

the Text Schema into its XML representa-

tion, mapped using the XSLT Mapping pre-

viously defined, and sent to the appropriate

output format.

Summary
Cape Clear’s Data Interchange applies

the best of XML and Web services technolo-

gy to the problem of transforming and inte-

grating data between systems. The tools for

designing and developing mappings are

easy to use and provide robust support for

many types of file structures. Overall, this is

a solid tool that would work well in many

integration efforts. 

About the Author
Brian R. Barbash is the product review editor for Web Services

Journal. He is a senior consultant and technical architect for

the Envision Consulting Group, a management consulting com-

pany focusing on contracting, pricing, and account manage-

ment in the pharmaceutical industry.

bbarbash@sys-con.com

e

FIGURE 1 Document transformation

FIGURE 2 XSLT Mapper
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Defining the Service
Quality starts with require-

ments. In order to design and

deliver Web services, developers

must know what functionality is needed

and under what conditions. The more spe-

cific the requirements, the better the

development effort. “The Web service must

be fast” is useless as a requirement as it is

subject to interpretation. “The Web service

must have a 2-second response time” is

better as this can be measured. “The Web

service must provide accurate responses

under 2 seconds on a 24x7 basis with up to

500 concurrent users” is even better.

Having measurable requirements in place

allows developers to work toward 

a known goal. Defining boundaries

like “up to 500 users” gives them

scope. Without these boundaries,

there is no easy goal and code is likely

to be over or underdeveloped.

Likewise, testers must know what func-

tional and performance user requirements

have been defined. Developers work on

interpreting the user requirements to gen-

erate code. Test strategy should be done

concurrently to ensure that testers work

from the same requirements documents

used by development. If test strategy is

based on developed code as opposed to

initial requirements, the resulting end

product may be based on a single individ-

ual’s misinterpretation. By creating tests

and testing strategies based on the original

set of user requirements, at least one more

person interprets the project’s needs. By

working from the same initial require-

ments, if differences in requirement inter-

pretation arise, they can be resolved early

in the process as opposed to when devel-

opment is near completion. In this way,

the testing group acts as an early check

and balance on the software development

process. 

Once service-level agreements or other

quality of service contracts have been

established, both parties (provider and

consumer) need to agree on what meas-

urements are to be taken and how, what

metrics will be reported, what success cri-

teria will be used as a measure of service

quality, and what ramifications exist

should the provider fail to deliver the

agreed upon level of quality. Following

deployment of the developed Web 

service(s), both parties have a vested inter-

est in monitoring the ongoing delivery of

the functionality. Web service (WS) testing

and monitoring must cover the agreed

upon metrics, which should include:

• Availability (accessibility): The applica-

tions must be running and reachable.

• Performance (scalability): Must respond

to requests within acceptable time limits

for expected consumer load.

• Accuracy (functionality): Must be accu-

rate regardless of load.

WSJ: MANAGEMENT

Web services provide organizations with a flexible, standards-based mechanism for deploying

business logic and functionality to distributed consumers. Consumers, whether internal or external,

can access necessary components such as account information, credit card validation, and much

more. When business functionality is distributed, however, quality management becomes impera-

tive. Mission-critical functions, sensitive data transmission, and fee-based services must work

quickly and accurately for all users all the time. To ensure that this high level of quality is met,

organizations must employ strong test processes to ensure that necessary Web services are

developed and deployed to meet the highest standards.

The requirements of interconnected business

Quality 
Management
for Web Services

WRITTEN BY

JAY WEISER
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• Standards compliance (interoperabili-
ty): Must work with all potential client

types (SOAP stacks).

• Integration: Must work with all other

services and applications within the

enterprise.

Managing the Quality Process
Managing the flow of development and

testing from inception through deploy-

ment requires a great deal of communica-

tion. Requirements must be disseminated,

business risks assessed, tests defined,

results published, and any number of oth-

ers. Each group and each individual within

a given project have a different input into

the system and each of these needs some-

thing back. For example, developers need

the requirements, assumptions, limita-

tions, etc., initially defined in order to

code effectively. In return, they provide

testable code to quality assurance. They

may also provide knowledge in terms of

problems encountered, expected problem

areas, or other pieces of useful data. In the

best scenario, they also provide test client

code, scripts, and other unit-level intellec-

tual property thus allowing QA to work

more quickly and effectively than they

would if starting from scratch.

Throughout the life cycle, different

individuals provide data and extract infor-

mation. Business analysts may input

requirements and business risks and

report on requirement test status. Project

managers input priorities and look at cur-

rent coverage, status, readiness, and other

information to make the call as to when to

go live. Even third-party auditors may be

involved to ensure compliance with regu-

lations, etc. A collaborative effort must be

in place to ensure that everyone gets the

information most relevant to them, in a

manner that they can understand, while

also allowing them to provide relevant

data themselves.

Initial Testing
Unit (Component) Testing

As Web services are generally remote

services that provide distributed computa-

tional functionality, they do not usually

have GUIs from which to test. Developers

have several options open to them to test the

code they write: create test clients by hand,

develop test clients with an Integrated

Development Environment plug-in, use

dynamically generated clients, or employ

model (WSDL) based tools.

Regardless of the testing method, develop-

ers are testing the core functionality of the

pieces of code they create, ensuring that the

Web service does what it is supposed to do as

a component. This may or may not include

concurrency testing to ensure that multiple

users can access the Web service simultane-

ously.

As coding and unit testing progress, the

code, test results, and test clients need to be

organized and passed on to the next stage.

QA can use this intellectual property to short-

en its ramp-up time prior to the next stage of

testing. Development should also pass any

other relevant information as stated earlier.

Functional Verification 
Testing that a Web service or integrated

set of Web services functions properly as a

whole is generally the next step. The initial

requirements lay out what the service

should do. Testing that the Web services

provide accurate responses to various

input data sets ensures that the code is

acceptable. 

If test clients exist from previous unit

tests, they can be reused and potentially

modified to step through multiple itera-

tions, testing both positive (works right

when proper data is supplied) and nega-

tive (generates errors properly when con-

ditions dictate) transactions. These tests

should be scheduled to coincide with

business risk and project priority as

defined appropriately in the earliest

stages of the project. Results of these tests

then provide an input to the decision-

making process.

Issues that arise during testing need to

be evaluated with regard to several fac-

tors. These include questions like: Do the

initial requirements need to be modified?

Does any resulting code change invalidate

testing that has already occurred? Should

this issue be included in future regression

testing? And finally, is the developer get-

ting relevant information to help deter-

mine the issue’s root cause and thus facili-

tate resolution?

Most of these questions can be

resolved through the use of formal

processes in conjunction with full-fea-

tured test management and defect track-

ing mechanisms. The necessary individu-

als can assess the effects of code and

requirement changes on testing, sched-

ules, resources, etc. The final question is

best answered by reuse of initial unit test-

ing technology. If the developer is receiv-

ing defect information using the same

tool, script, or code that was used initially,

the developer’s analysis of that informa-

tion will be quicker due to his or her

familiarity with result formats. 

Compliancy Testing
Web services are intended to be gener-

ic and accessible by any standards-based

Web services client. In theory, a Java-

based Web service client can access a

.NET-based Web service and vice-versa.

This, however, is not always the case as

there are minor differences between the

.NET SOAP stack and the Apache ( Java)

SOAP stack.

To ensure that a Web service is compli-

ant, tests should be conducted using

clients of all anticipated client types. For

internal Web services, an organization

may be certain that only one flavor of

client will access a given Web service,

eliminating this need. In all other cases,

the unit tests above should be initiated

from browsers, Java clients, and .NET

“ A collaborative effort must be in place 
to ensure that everyone gets the information

most relevant to them... ”
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clients using various

browsers, JDKs, and .NET

Frameworks to ensure that

the Web service will interact

accurately with any and all

service request types.

Concurrency Testing
Once functional verifica-

tion has been completed for

single transaction sets, con-

currency testing needs to be

done. Since their very nature

is distribution of business

logic, Web services are acces-

sible to numerous consumers.

Nearly all Web services can be

accessed by more than one

consumer at a time.

Concurrency testing ensures

that the Web service works

properly with a small number

of concurrent users.

This testing is normally

done as a precursor to load or

performance testing. There is

no point in designing a load

test for one or more Web 

services if they can’t handle

two simultaneous sessions.

Concurrency is simply a small

test of a Web service that can

be performed manually,

through unit tests run con-

currently or through small-

scale tests of a load testing

package. If the performance

testing application is reusing

code or scripts from earlier

testing, using this mechanism

makes good sense.  

Scalability Testing
Once a development group

knows that their Web services

can be accessed concurrently,

load testing can begin. The

purpose of scalability tests is

to ensure proper behavior of

the Web service under expect-

ed loads. 

Scalability tests come in a

variety of flavors and each is

designed with a slightly dif-

ferent goal. Load testing sce-

narios include:

• Increasing workload: Tests

start with a small number

of concurrent Web service

calls and systematically

raise the number during

the test duration. This test

type identifies bottlenecks

and determines breaking

points. 

• Uptime: Tests provide a

steady load on the system

for an extended period of

time. This test type is used

to search for things like

memory leaks that may

only appear after hours or

days of service usage. 

• All-Day scenarios: Tests

mix all the various Web

service function call trans-

actions in varying numbers

throughout an expected

normal time period. These

tests are usually the final

real-world scenario to

ensure acceptable perform-

ance as measured by the

defined service levels. 

• What If testing: Testers may

play with any number of

unexpected or worst-case

scenarios: 

– What if all potential

consumers make the same

function call simultane-

ously?

– What if consumers make

Web Service calls at vary-

ing or unforeseen connec-

tion speeds?

– What if consumers make

calls in an illogical order?

– What if consumers make

requests from different

client SOAP stack types? 

This test type is used to

predict the less predictable

issues that can arise when

new applications are

deployed to large sets of con-

sumers. These tests are slight-

ly less relevant for internal

services, but are still of value.

In all cases, performance

testing should also include

some level of functional veri-

fication. Many complex appli-

Focus: Web Services Management
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In a Service-Oriented Architecture, 
Who Will Do the Cooking?
The trend from simple, point-to-point Web services integration
projects towards a strategic re-architecture of IT has begun.
What does it mean and are you ready? How do you insure that
this new architecture will meet your performance and reliability
requirements? Explore the new world of SOA management in 
this exciting article. 

Planning for Service Management 
within a Service-Oriented Computing Infrastructure
What is challenging for organizations embarking on SOA
investments is trading off what can be done today in a 
pragmatic, interoperable fashion versus what is promised 
in the future as nascent specifications like Web Services for
Distributed Management (WSDM) from OASIS emerge and
become implemented in management products. This article
will examine SOA management architectural approaches that
businesses can adopt today yet be well positioned for future
advances in Web services management standards.

Six Tips for Moving Web Services 
from theLab into Action
It's relatively easy to build custom Web services or expose available
Web services in packaged applications. It's much more difficult to
successfully secure and scale them in production. The key lies in
establishing a secure deployment infrastructure for fast, reliable
deployment and provisioning of new services. Here are six tips 
for building a secure, scalable deployment platform.

Plus...
Book Excerpt: EAI with Web Services and Java
From the forthcoming book by Mark D. Hansen, to be published
in November 2004 by Prentice Hall PTR. “Chapter 5: Web
Services Messaging with JAX-RPC” Introducing a true messag-
ing framework that forms the backbone of the EAI infrastructure
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cations create errors that occur sporadi-

cally under load conditions. If all Web

service calls are not analyzed for accura-

cy, these failed functions may be missed.

They are exactly the sort of errors that

load tests are designed to generate, there-

fore it only makes sense to monitor all

traffic for errors. 

When errors or bottlenecks are uncov-

ered, development needs to get relevant

data like exception information, logs,

communication headers, etc., to help

determine what happened. Once again,

reuse of technology allows development

to receive this information in a familiar

format.

Production Monitoring
Most of the industry literature about

service-level agreements falls into the

production monitoring space. Once a Web

service has been deployed, people under-

stand that it should be monitored to

ensure the previously set thresholds are

achieved in terms of availability, perform-

ance, accuracy, and interoperability as

discussed previously. In most operational

cases, however, the group monitoring the

Web services is not the same as the group

who developed and tested it. This discon-

nect between application development

and operations means that the produc-

tion monitoring must be created from

scratch, often with little or no informa-

tion learned during the development and

testing process.

Once again, technology reuse can be a

large asset. By providing operational per-

sonnel with the same technology that was

used to test the application before, time

and effort can be saved. More important-

ly, threshold information, likely problem

areas, and other information learned

through testing can be transmitted to the

production world, giving them a head

start on what and how to test. In the

event of a failure in production, the

reused technology once again means that

developers see the information in a famil-

iar format. As always, this shortens the

analysis cycle, thereby reducing time to

repair and keeping downtime to a mini-

mum.

The Integrated Quality 
Management Life Cycle

In short, knowledge sharing and tech-

nology reuse are core components of

ensuring the quality delivery of Web

services. By integrating people through

good practices and formal processes,

each and every individual has the infor-

mation needed to perform tasks in an

optimal fashion. By reusing technology

from initial unit testing on the develop-

er’s desktop through functional and scal-

ability testing all the way through to pro-

duction monitoring and back again, test-

ing cycles are not only shortened, but

information flow in both directions is

enhanced.

Putting all of the pieces together in

this fashion keeps Web service develop-

ment and deployment quality at its high-

est. Business runs smoothly with critical

functionality distributed through these

high quality Web services. Consumers get

the correct and timely responses to func-

tion calls each time, all the time. That’s

why you started using Web services in

the first place, isn’t it?

Summary
Today’s world of interconnected busi-

ness entities requires standard computing

mechanisms. Web services allow well-

defined remote functionality for access 

by internal and external consumers to 

be easily developed and deployed. Since 

various Web services can integrate across

numerous providers, quality of service

must be maintained at a high level.

Managing the quality life cycle from

design to delivery ensures that businesses

can continue to rely on these deployed

services now and in the future. Employing

collaborative, integrated, and reusable

technology ensures that high levels of

quality are achieved and maintained 

optimally throughout the process. 
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W e call this new hybrid

interface a rich client. A

rich client is a small piece

of software that runs on

the client to leverage and aggregate

back-end Web services, allowing

them to appear as a single, unified,

native application. Indeed, a new

interface is needed as both develop-

ers and end users begin to under-

stand the limitations of traditional

Web-based interfaces, which are the current

interfaces-of-choice for many distributed

applications.

Why a Rich Client?
Truth-be-told, Web interfaces were never

really designed to support true interactive

applications. The Web was built as a content

provider serving up documents and not

dynamic application services. If you think

about it, you’re reloading document after doc-

ument to simulate an interactive application,

and always have to go to the back-end Web

server to request new content. Very little

occurs at the client.  

As the Web became popular and we

looked to support business applications

using the Web interface, we began to create

new mechanisms to deliver dynamic content

including dynamic HTTP/HTML pushers

(e.g., CGI, ASAPI, ISAPI) and new browsers

that supported complex dynamic behavior.

We are at such an advanced state today that

entire enterprises run most of their relevant

business applications using Web interfaces.

However, with the advent of Web servic-

es, and the need to leverage dynamic behav-

ior within the interfaces, traditional

browsers fall short. Their get/push model for

driving interfaces is not as well suit-

ed for Web services, which are – at

their essence – remote functions,

and are better suited for more visu-

ally rich types of interfaces, such as

the traditional GUI client/server

interfaces that were popular a few

years ago.

Rich clients are not a revolution,

but an evolution of technology.

Today we look to leverage dynamic

behavior and deliver that experience directly

to the end user, aggregating Web services

within an interface that appears as much

like a native application as possible. 

As stated above, rich clients provide

capabilities that thin clients are not able to

provide, including windowing features and

data navigation control such as buttons,

check boxes, radio buttons, toggles and

palettes. They are also able to integrate

content, communications, and platform-

independent application interfaces for dis-

tribution through emerging SOAs. The rich

client becomes a Web services terminal of

sorts, allowing applications to communi-

cate and even execute on one another

within a distributed environment. 

Who’s Rich?
Of course, all of the major vendors who

support Web services are all over this, includ-

ing Microsoft and Macromedia, both creating

dynamic rich clients for Web services. In addi-

tion, new Web-based forms technology, such

as Microsoft InfoPath; and the new versions of

Acrobat products will also serve as rich

clients.

Microsoft Office, for instance, is able to

retrieve information directly from Web 

services as if the services were local to the

client. This capability means that sales figures

will magically appear inside of Excel, and

you’ll see the daily inventor report show up

dynamically within a PowerPoint presenta-

tion. No need to scrape a screen or download

a file. Moreover, behavior will be delivered in

such as way as well, for instance, having

dynamic visibility directly into a risk analytics

application directly from Microsoft Word. 

Macromedia, known for their popular

Flash interface, has created a language called

Macromedia Flex Markup Language (MXML),

which allows Flash developers – numbering in

the tens of thousands – to create, run, and

execute Web services within the client-side

Flash environment. This means access to 

corporate applications and information from

some very creative interfaces, running any-

where that supports Flash. 

What’s Next?
This is great news for those of us who are

developing Web services or implementing an

SOA. With the use of rich clients, suddenly

those services have a much higher value.

Indeed, you can mix and match services with-

in a rich client to create some very valuable

applications. Perhaps, someday, the use of

static and dynamic HTML and heavyweight

protocols such as HTTP will not be the pri-

mary way we view distributed applications.

Rich clients give us the ability to view applica-

tions that look and act like native client pro-
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grams, albeit running remotely.

That would be a step in the right

direction.

However, there are some hur-

dles to cross, including stan-

dards and performance. 

As rich clients become more

popular and vendors see them as

a revenue opportunity, you can

count on any number of rich

client standards to appear from

the major players. As different

standards appear, it will be diffi-

cult to mix and match Web ser-

vices within particular rich

clients due to differences in the

standards. Moreover, the appear-

ance of many different rich

client standards could both con-

fuse and alienate end users.

We’ve been here before with

many new technologies. 

Performance is also a consid-

eration. While rich client appli-

cations may appear as native

applications, it may take a few

seconds before communications

can be made to some of the

back-end Web services support-

ing the rich client. Thus, many

who use rich-client applications

may find them slow and unre-

sponsive when compared to

native client applications that

can respond in milliseconds.

This limitation will have to 

be addressed if the technology is 

to become pervasive. 

I’m not sure this is a huge

shift in thinking; only a return to

the way we think applications

should look and feel. What is

new is the notion that composite

applications are the way to go

when building new or enhancing

existing applications, and that

it’s okay to create an application

out of many remote applica-

tions. We’ve never been able to

make this fly until recently,

albeit we’ve had previous gener-

ations of technology that lever-

age the same sort of architec-

ture.

In the future, we’re going to

live in a world where all applica-

tions have visibility into all other

applications...if they have per-

mission, that is. A world where

application behavior and infor-

mation are sharable commodi-

ties and most users won’t need

to know where their applications

or their information resides, as

long as they have access to each.

And that is a rich experience.
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H owever, as of late spring,

Web services were most

prevalent among services

companies and least

common among retailers. The

reality is that few companies

have experience with integration

across organizations. The default

seems to be that the largest par-

ticipant or customer determines

the process, but rarely is thought

given to the actual process of

integrating applications across

organizations, how to handle

exceptions, or how to resolve dif-

ferences. Barriers to success may

range from a disparity in skill

levels, to familiarity with Web

services, or maturity of the IT

organization. 

The difference in adoption rates among

services companies and retailers is ironic

given that in our experience, a much older

technology used by the retail and manufac-

turing sectors – electronic data interchange

(EDI) – offers useful lessons for Web servic-

es. What’s more, evolving Web services stan-

dards such as WS-I Basic Profile specifica-

tions can help eliminate haggling over defi-

nitions.

The good news is that companies can

take a step-by-step approach to using Web

services to establish a functional trading

partner community now and enhance it

later.

Relationship Management
EDI has been used as a means to

automate communication among

trading partners (see sidebar, “What

is EDI?”) since the 1960s. Company-

specific document definitions quickly

proliferated, and any time savings

were quickly overtaken by the need to

adjust systems to accommodate new,

partner-specific document defini-

tions. EDI required staff dedicated to

relationship management, and gave

rise to the value-added network

(VAN) to facilitate issues resolution.

Relationship management is a

consideration as well for companies

choosing Web services to connect

their supply chain. At the outset,

trading partners will need to agree on

certain rules of engagement to minimize the

impact of disparities in experience with Web

services, to ensure some degree of standard-

ization to achieve interoperability, and to

accommodate participants’ choice of tech-

nology and platform. These efforts help

reduce barriers to entry for future partici-

pants, too. 

Most trading partners rely on the largest

participant to serve as the arbiter – typically

a customer requiring supply-chain integra-

tion or some other process that connects

several vendors. The arbiter effectively

becomes the center, or “hub,” for trading

partner interaction, and the other partici-

pants become “spokes.”

It’s a relationship model that’s served

well for EDI; Web services offer the advan-

tage of a non-application–specific exchange

with tremendous flexibility – and theoreti-

cally, fewer demands on staff time to handle

technical issues.

There are three primary issues to address

at the start of a Web services–enabled 

trading partner community:

• Establishing a standards base

• Lowering barriers to entry for new 

participants

• Interoperability

Standards
Agreement on several fundamental

aspects of interaction will go a long way

toward getting a trading partner community

up and running. These elements include

what data will be exchanged, the format of

that data, the transport mechanism(s) used

to communicate it, the relevant interfaces

to other participants’ systems, and the over-

all approach to implementation.

Fortunately, the major players in the

technology industry have defined the fun-

damentals of a basic Web service. As mem-

bers of the Web Services Interoperability

Organization (WS-I), companies including

Microsoft, Sun, Avanade, and IBM have col-

laborated on the WS-I Basic Profile 1.0

international specification. Basic Profile 1.0

addresses Web service elements including

messaging (using SOAP and XML); service

description using Web Services Description

Language (WSDL); and service publication

and discovery using Universal Description,

Discovery, and Integration (UDDI) (see side-

bar, “A Word about WSDL”).

With a suite of pretested specifications,

trading partners can focus on choosing

tools and on establishing criteria for mini-

mum conformance. Check whether vertical

standards further reduce the need for

negotiation in the early stages of trading

partner community formation. For exam-

ple, the mortgage banking industry’s

Mortgage Industry Standards Maintenance

Organization (MISMO) and the insurance

industry’s Association for Cooperative

Operations Research and Development

(ACORD) have established business

process standards as well as message

schema that may be useful to reference. 

That said, some “horizontal” business

process execution integration specifica-
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tions under development may introduce

complexity and undermine chances for the

success of the trading partner community.

Basic Profile 1.0’s basic Web services–en-

abled functions can be augmented with

specifications for more sophisticated

actions later on. Standards to consider

after the community is up and running

could include advanced security proce-

dures such as encryption, certificate stan-

dards, and digital signatures.

Once participants have agreed on stan-

dards, it’s important to withstand excep-

tions. The Web services–enabled trading

partner community provides a universal

foundation for integration. Deviation from

core specifications will make it difficult to

add new participants later, not to mention

threaten the chances of smooth integration

among the inaugural partners. It’s impor-

tant not to underestimate the amount of

effort involved in setting these standards,

but the investment will pay off in multi-

tudes over time.   

Conformance – 
Lowering Barriers to Entry

Besides standards for participation, a level

playing field is vital to the success of the trading

partner community. Standards selection

requires complementary skills to implement

them. That’s why it’s extremely important to

take stock of trading partners’ capabilities and

even certain aspects of their infrastructure.

Participants may or may not have IT organiza-

tions that are well-staffed. Personnel may or

may not be well-acquainted with technology

and industry standards. And they may or may

not have past experience with Web services and

related technology. 

The “hub” of the community must acknowl-

edge the difference in competencies, and take

the lead in establishing the relative skill of each

participant. Then the group must factor this

assessment into standards

selection, technology

choices, and timeframe

for implementation. In

some instances, “hub”

companies may provide

some form of support to

partners with less

advanced IT capabilities,

supply sample code, or

even recommend a com-

plete “black box” solution. 

A high-level infrastruc-

ture assessment will help

determine which Web

services characteristics to

delay for future imple-

mentation. For example, a

“hub” may specify digital

encryption for every Web

service call, but “spokes”

may not have the public

key infrastructure (PKI) to

support that sophisticated

function. The community

may default to Secure

Socket Layer (SSL) as a

means for network securi-

ty to lower the barrier to

entry into the community,

sacrificing the benefits of

PKI in the short term in order to expedite the

community’s launch.

The format of Web services ultimately must

reflect the capabilities of the group, as well.

There are two methods for exchanging data: the

simpler document–literal approach, and the

more complex remote procedure call (RPC)

approach. Document–literal exchanges specify

the format and content of data (such as a pur-

chase order) and tend to be more message-

based. RPC–based Web services invoke action

on the data conveyed and tend to be more

stateful. Document-literal transactions have a

smaller payload and are easier to implement.

Of course, the vision for Web services is a

multiplatform trading partner community –

one where participants may elect the develop-

ment environment they prefer, whether Python,

J2EE, or Microsoft .NET, on the platform of their

choice such as Linux or Microsoft Windows

Server 2003. Nevertheless, until the Web services

experience is universal, the multiplatform envi-

ronment can be the most challenging. Taking

inventory of participants’ platforms can help the

community understand whether there could be
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What Is EDI?
Electronic Data Interchange (EDI) is the

computer-to-computer exchange of business

data in standard formats. In EDI, information

is organized according to a specified format

established by the parties exchanging data,

allowing a computer transaction that requires

no human intervention or re-keying of infor-

mation. Today, more than 300,000 organiza-

tions use the 300+ EDI transaction sets to

conduct business.

A Word about WSDL
Setting a standard for Web services

description is perhaps the biggest enabler of

successful integration. It is crucial for compa-

nies to know what interface requirements

they must meet in order to integrate with

trading partners, and establishing a single

interface standard for all “spokes” of the

community is much preferable to having mul-

tiple interfaces – and the potential for com-

plexity and even failure. It’s another reason

we recommend clients consider adopting

Basic Profile 1.0.
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additional difficulties. In turn, they might rede-

fine aspects of Web services collaboration so that

they can be supported easily by all partners.

Avoiding Interoperability Issues 
Once standards are in place and steps have

been taken to inventory capabilities and ensure

every participant has relatively equal footing,

implementation can begin. Frequent communi-

cation among “hub” and “spokes,” necessary in

the early planning stages, is absolutely essential

in this phase. The rule of thumb we advise is for

companies to talk at least once a week and plan

to test frequently all the way through production. 

Communication can smooth the way for a

fairly uneventful implementation. It also sets a

precedent for problem resolution. Programming

may begin and code may not work – unfortu-

nately, because it is possible for a partner to hide

its lack of capabilities by writing code that looks

like Web services via scripting, but that doesn’t

actually implement them, because there is no

logic and no infrastructure in place for SOAP

and/or WSDL.

In one unfortunate situation, a client’s part-

ner didn’t invest in the necessary development

environment and tools, and managed to write

scripts that fooled the teams until tests drew

responses that were erroneous. The client’s first

response was to examine the code line-by-line to

find the error; however, we examined the URLs

to which the partner’s WSDL files were pointing

and discovered that the partner had utilized

extensive scripting that did not truly implement

Web services.

An agreed-upon inventory of skills, experi-

ence, and platforms – as well as regular commu-

nication – should uncover the need for assis-

tance and also help teams more quickly deter-

mine the source of problems by eliminating cer-

tain possibilities. A carrot-and-stick approach

may be required, to offer – and take away – addi-

tional support for non-conforming partners who

need access to other experts in the community.

Several tools for code comparison also help

you diagnose certain issues quickly. For example,

Mindreef SOAPScope and Microsoft .NET Web

Services Studio 2.0 make it possible to compare

trading partners’ WSDL interface to the agreed-

on standard, validate their interfaces against WS-

I standards, capture Web services traffic sent dur-

ing testing, and analyze it to make sure it meets

standards and is correctly formatted. Since Web

services give participants some flexibility in

designing their interfaces to other partners’ Web

services, this automated comparison saves a

good deal of time. Some tools will allow resend-

ing of RPC or document–literal messages for

quick diagnostic testing without running the

application itself. 

Another bump in the road to interoperability

is access to trading partners’ infrastructure. A

host of issues can bring work to a halt, from

changing firewall settings to setting permissions

on servers, to network and machine administra-

tion ensuring a stable connection to partners

outside the firewall. One aspect of Web services

development that’s foreign to all organizations is

the need to expose development – as well as pro-

duction – to the outside world. The challenge of

consistent Web services management within a

trading partner community shouldn’t be over-

looked.

As implementation advances, it’s important

to keep track of each participant’s progress as

well. One trading partner might have migrated

its work to its test bed, while another remains

in development, and a third has moved on to

its quality assurance environment. Participants

in the Web services–enabled trading partner

community must keep track of where each one

is in its work, even using a manual mechanism

to do so.

Finally, it’s important to build into Web 

services some mechanism for error tracking

among organizations. This may be as simple as

an asynchronous error notification that anno-

tates events with a tracking number, so that

companies can reference both instance number

and time of event. Referring to the time of event

alone has limited value, in cases where the error

results in some action not taking place – such as

a rejected purchase order or invoice. 

Moving Forward
As participants’ expertise grows, no doubt the

trading partner community will choose to

enhance aspects of its Web services once up and

running. In our experience, security usually is

the first subject of augmentation, whether

through the addition of encryption or digital

signing. Next in line is the exposure of more

internal business applications in order to expand

the trading partner community or add more

business processes.  Other architectural services

may be introduced for reliable messaging, rout-

ing, and management as well.  

Proactive support is essential in the post-

implementation phase of the trading partner

community. When Web services operate around

the clock, year-round, identifying a problem or

error as soon as possible will help a trading part-

ner address an issue before it ripples throughout

the supply chain. Mechanisms to trigger proac-

tive support range from human intervention –

such as periodic review of event logs – to auto-

mated tools, to application-initiated notification

via e-mail.

Although retailers may lag other industries in

Web services adoption, next-generation Web

services tools are getting easier to use, and have

richer features. Ease and cost-effectiveness will

tip the scales in favor of Web services and away

from EDI and value-added networks, and gain-

ing experience now with Web services integra-

tion will serve retailers looking for a competitive

advantage very well.

Reference 
• Forrester Research, “Who Has How Many

Web Services,” May 10, 2004.

About the Author
J. Scott Bushey and Tyson Hartman are consultants with

Avanade Inc., a technology integrator for Microsoft solutions in

the enterprise. Bushey, an Avanade Principal Solutions

Developer, is responsible for architecting and developing .NET

solutions, focusing on Web services. Hartman is an Avanade

Fellow, one of Avanade’s senior-most technologists responsible

for guiding Avanade’s .NET vision and go-to-market solutions.

jsbushey@avanade.com

thartman@avanade.com.

“ Proactive support is essential in the 
post-implementation phase of the trading 

partner community ”



■ MX Developer’s Journal
U.S. - Two Years (24) Cover: $143 You Pay: $49.99 / Save: $93 + FREE $198 CD
U.S. - One Year (12) Cover: $72 You Pay: $39.99 / Save: $32
Can/Mex - Two Years (24) $168 You Pay: $79.99 / Save: $88 + FREE $198 CD
Can/Mex - One Year (12) $84 You Pay: $49.99 / Save: $34
Int’l - Two Years (24) $216 You Pay: $89.99 / Save: $126 + FREE $198 CD
Int’l - One Year (12) $108 You Pay: $59.99 / Save: $48

SUBSCRIBE TODAY
TO MULTIPLE MAGAZINES

3-Pack
Pick any 3 of our 
magazines and save
up to $21000

Pay only $99 for a 
1 year subscription
plus a FREE CD
• 2 Year – $179.00
• Canada/Mexico – $189.00
• International – $199.00

6-Pack
Pick any 6 of our 
magazines and save
up to $34000

Pay only $199 for a 
1 year subscription
plus 2 FREE CDs
• 2 Year – $379.00
• Canada/Mexico – $399.00
• International – $449.00

9-Pack
Pick 9 of our 
magazines and save
up to $27000

Pay only $399 for a 
1 year subscription
plus 3 FREE CDs
• 2 Year – $699.00
• Canada/Mexico – $749.00
• International – $849.00

RECEIVE
YOUR DIGITAL

EDITION
ACCESS CODE
INSTANTLY

WITH YOUR PAID  
SUBSCRIPTIONS

*WHILE SUPPILES LAST.  OFFER SUBJECT TO CHANGE WITHOUT NOTICE

A LIMITED TIME SAVINGS OFFER FROM SYS-CON MEDIA

SUBSCRIBE TODAY
TO MULTIPLE MAGAZINES

Subscribe Online Today www.sys-con.com/2001/sub.cfm

AND SAVE UP TO $340 AND
RECEIVE UP TO 3 FREE CDs!*

■ Web Services Journal
U.S.- Two Years (24) Cover: $168 You Pay: $99.99 / Save: $68 + FREE $198 CD
U.S. - One Year (12) Cover: $84 You Pay: $69.99 / Save: $14
Can/Mex - Two Years (24) $192 You Pay: $129 / Save: $63 + FREE $198 CD
Can/Mex - One Year (12) $96 You Pay: $89.99 / Save: $6
Int’l - Two Years (24) $216 You Pay: $170 / Save: $46 + FREE $198 CD
Int’l - One Year (12) $108 You Pay: $99.99 / Save: $8

■ JDJ
U.S. - Two Years (24) Cover: $144 You Pay: $99.99 / Save: $45 + FREE $198 CD
U.S. - One Year (12) Cover: $72 You Pay: $69.99 / Save: $12
Can/Mex - Two Years (24) $168 You Pay: $119.99 / Save: $48 + FREE $198 CD
Can/Mex - One Year (12) $120 You Pay: $89.99 / Save: $40
Int’l - Two Years (24) $216 You Pay: $176 / Save: $40 + FREE $198 CD
Int’l - One Year (12) $108 You Pay: $99.99 / Save: $8

■ LinuxWorld Magazine
U.S. - Two Years (24) Cover: $143 You Pay: $79.99 / Save: $63 + FREE $198 CD
U.S. - One Year (12) Cover: $72 You Pay: $39.99 / Save: $32
Can/Mex - Two Years (24) $168 You Pay: $119.99 / Save: $48 + FREE $198 CD
Can/Mex - One Year (12) $84 You Pay: $79.99 / Save: $4
Int’l - Two Years (24) $216 You Pay: $176 / Save: $40 + FREE $198 CD
Int’l - One Year (12) $108 You Pay: $99.99 / Save: $8

■ .NET Developer’s Journal
U.S. - Two Years (24) Cover: $168 You Pay: $99.99 / Save: $68 + FREE $198 CD
U.S. - One Year (12) Cover: $84 You Pay: $69.99 / Save: $14
Can/Mex - Two Years (24) $192 You Pay: $129 / Save: $63 + FREE $198 CD
Can/Mex - One Year (12) $96 You Pay: $89.99 / Save: $6
Int’l - Two Years (24) $216 You Pay: $170 / Save: $46 + FREE $198 CD
Int’l - One Year (12) $108 You Pay: $99.99 / Save: $8

■ ColdFusion Developer’s Journal
U.S. - Two Years (24) Cover: $216 You Pay: $129 / Save: $87 + FREE $198 CD
U.S. - One Year (12) Cover: $108 You Pay: $89.99 / Save: $18
Can/Mex - Two Years (24) $240 You Pay: $159.99 / Save: $80 + FREE $198 CD
Can/Mex - One Year (12) $120 You Pay: $99.99 / Save: $20
Int’l - Two Years (24) $264 You Pay: $189 / Save: $75 + FREE $198 CD
Int’l - One Year (12) $132 You Pay: $129.99 / Save: $2

■ PowerBuilder Developer’s Journal
U.S. - Two Years (24) Cover: $360 You Pay: $169.99 / Save: $190 + FREE $198 CD
U.S. - One Year (12) Cover: $180 You Pay: $149 / Save: $31
Can/Mex - Two Years (24) $360 You Pay: $179.99 / Save: $180 + FREE $198 CD
Can/Mex - One Year (12) $180 You Pay: $169 / Save: $11
Int’l - Two Years (24) $360 You Pay: $189.99 / Save: $170 + FREE $198 CD
Int’l - One Year (12) $180 You Pay: $179 / Save: $1

■ WebSphere Journal
U.S. - Two Years (24) Cover: $216 You Pay: $129.00 / Save: $87 + FREE $198 CD
U.S. - One Year (12) Cover: $108 You Pay: $89.99 / Save: $18
Can/Mex - Two Years (24) $240 You Pay: $159.99 / Save: $80 + FREE $198 CD
Can/Mex - One Year (12) $120 You Pay: $99.99 / Save: $20
Int’l - Two Years (24) $264 You Pay: $189.00 / Save: $75 
Int’l - One Year (12) $132 You Pay: $129.99 / Save: $2

■ 3-Pack ■ 1YR ■ 2YR ■ U.S. ■ Can/Mex ■ Intl.

■ 6-Pack  ■ 1YR ■ 2YR ■ U.S. ■ Can/Mex ■ Intl.

■ 9-Pack  ■ 1YR ■ 2YR ■ U.S. ■ Can/Mex ■ Intl.

Pick a 3-Pack, a 6-Pack or a 9-Pack

•Choose the Multi-Pack you want to order by checking
next to it below. •Check the number of years you want to
order. •Indicate your location by checking either U.S.,
Canada/Mexico or International. •Then choose which 
magazines you want to include with your Multi-Pack order.

TO
ORDER

CALL TODAY! 888-303-5282

■ Information Storage + Security Journal
U.S. - Two Years (24) Cover: $143 You Pay: $49.99 / Save: $93 + FREE $198 CD
U.S. - One Year (12) Cover: $72 You Pay: $39.99 / Save: $39
Can/Mex - Two Years (24) $168 You Pay: $79.99 / Save: $88 + FREE $198 CD
Can/Mex - One Year (12) $84 You Pay: $49.99 / Save: $34
Int’l - Two Years (24) $216 You Pay: $89.99 / Save: $126 + FREE $198 CD
Int’l - One Year (12) $108 You Pay: $59.99 / Save: $48



T hey support flexible any-to-

any integration and they

provide orchestration

engines that allow organi-

zations to implement business

processes that span various appli-

cations, including enterprise

resource planning (ERP) and cus-

tomer relationship management

(CRM), and various platforms,

including Windows, Linux, and Unix. 

Integration brokers couple orchestration

engines with flexible transformation and

routing features to support multipoint

application, process, service, and/or data

integration. Integration broker vendors –

such as BEA, IBM, Microsoft, Oracle,

Savvion, SeeBeyond, Vitria, webMethods,

and others – provide process-definition

tools as well as connectors for interfacing to

various application, operating, and net-

working environments.

Integration Broker Value Proposition
Integration brokers provide an environ-

ment within which business processes can

be rapidly integrated and just as rapidly

revised.  A flowcharted orchestration can

become the template for rapid business-

process reengineering. An orchestra-

tion-enabled organization can rise to

new challenges and reform itself rap-

idly into whatever new business model

or value chain suits the task at hand.

By redefining rules, roles, and routes

within a process map, organizations

can integrate, aggregate, and orches-

trate existing Web services in new

ways.

However, general-purpose integration-bro-

kering infrastructures are still the exception –

not the rule – in most organizations. Most

orchestrated processes are limited to specific

organizations, platforms, and application

suites. System integrators typically use inte-

gration brokers as the basis for custom inte-

gration projects. By the same token, many

enterprises invest in application suites that

have embedded orchestration functionality.

Nevertheless, enterprises should begin to

implement general-purpose Web services

orchestration infrastructures, both within and

between organizations and domains.

Orchestrated process models can drive struc-

tured interactions across any and all tiers of

the network application environment, includ-

ing presentation, business, and integration

environments.

Integration Broker Functionality
Multipoint service orchestration is the

principal feature of integration brokers, and is

an important ongoing requirement in most

heterogeneous application environments. The

term “orchestration” refers to the rule-driven

flow of information, context, and control

among diverse environments within distrib-

uted business processes. Integration brokers

execute reusable orchestration process defini-

tions that control multistep interactions across

complex environments. When executing an

orchestration, an integration broker may

enforce application-level transactional context

and apply rules regarding content transforma-

tion, message routing, and process invocation.

Multipoint orchestration brings isolated

functionality silos together into a cohesive

architecture, with integration brokers provid-

ing critical connection points in the shared

communication bus. While point-to-point

connections can be used to bridge isolated

application silos, they don’t enable efficient

creation of composite business processes. In

addition, point-to-point integration compli-

cates the process of upgrading service inter-

faces. Coordination across diverse applica-

tions, services, and other networked resources

is difficult and costly without a general-pur-

pose integration-brokering environment.

Integration Broker Architecture
Integration brokers go by many synony-

mous names in today’s middleware, plat-
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form, and tool market. Some of these other

names include integration platforms, inte-

gration servers, orchestration servers, busi-

ness process management (BPM) tools, EAI

tools, enterprise service bus (ESB) middle-

ware, process managers, process engines,

and workflow environments. What all such

products have in common are the following

baseline components:

• Orchestration engines: All products pro-

vide runtime, server-based orchestration

engines that support multipoint, any-to-

any application, service, process, and/or

data orchestration. All support asynchro-

nous, messaging-based interactions

among application and process end-

points, and many also support synchro-

nous interactions. Usually, the runtime

engine enables integration through mes-

sage/document validation, transforma-

tion, and routing.

• Resource connectors: All provide a broad

range of resource connectors for connec-

tion to diverse application, platform,

middleware, transport, and data environ-

ments. Increasingly, vendors boast of

offering more than 200 connectors out of

the box with their integration brokers.

• Visual tools: Most vendors provide visual

orchestration process definition, mapping

and transformation, administration, and

reporting and analysis tools. Developers

often use graphical tools to specify the

orchestration tasks, dependencies, and

routing steps that drive runtime execu-

tion by integration brokers. Some orches-

trations may involve long-running com-

posite business processes, while others

may involve short-lived atomic transac-

tions. Often, orchestrations can be pub-

lished as higher-level Web services.

Figure 1 provides a graphical overview of

the components of an integration broker.

Integration Broker Features
Core orchestration features of integra-

tion brokers include: 

• Resource connection: Interfacing to appli-

cations using the Web services framework

and/or various transport and middleware

protocols

• Message validation: Receiving, parsing,

and validating parse messages and docu-

ments originated by applications

• Policy enforcement: Applying appropriate

security policies and controls – such as

authentication, authorization, decryption

and encryption, digital signing, and con-

tent filtering – to in-flight messages

before they reach the invoked target

applications

• Content mapping and transformation:
Mapping and transforming the contents

of messages exchanged between those

platforms (e.g., translating the outputs of

one application into the correct input

syntax/format of another application and

rewriting packet headers and contents)

• Message routing: Transmitting and rout-

ing messages to target/server applications

• Transaction tracking and coordination:
Executing, controlling, tracking, and/or

monitoring the end-to-end transactional

workflow of messages routed between

two or more application endpoints.

Integration Broker Market
Fundamentally, an integration broker is

any runtime rules engine that supports

multipoint integration and orchestration of

diverse applications, processes, services,

and/or data. Even when defined this nar-

rowly, today’s integration broker market

includes dozens of vendors. The integration

broker market is crowded, immature, and

volatile. The integration broker segment has

only emerged as a well-defined niche of the

middleware market in the past five to seven

years, as pioneering vendors such as

webMethods and Sonic Software began to

provide workflow engines and tools that

addressed integration requirements of e-

business over Web environments.

The integration-broker market is just one

component – albeit the fastest-growing seg-

ment – of the middleware market. As a techni-

cal approach, integration brokers comple-

ment such established integration approach-

es as object brokering (such as Common

Object Request Broker Architecture [CORBA]

and Distributed Component Object Model

[DCOM]) and message-oriented middle-

ware (such as Java Message Service [ JMS],

WebSphere MQ, BEA Tuxedo, TIBCO

Rendezvous, and Microsoft Message

Queuing [MSMQ]). In fact, many integra-

tion broker vendors got their start in tradi-

tional middleware approaches, and estab-

lished middleware vendors such as BEA,

IBM, IONA, Microsoft, Sonic, and TIBCO

have decisively shifted their product focus

to their integration broker offerings.

Today’s core integration broker market

includes two broad segments, based on

how various vendors’ offerings fit into

broader product families: application plat-

form vendors and middleware platform

vendors.
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Application Platform Vendors
Integration-broker vendors in this cate-

gory provide tools that enable life-cycle

development, deployment, and orchestra-

tion of services, applications, processes, and

data. At the very least, these vendors pro-

vide integration brokers, application

servers, and portal servers. Vendors in this

segment include BEA, Fujitsu, IBM,

InterSystems, Microsoft, Novell, Oracle, SAP,

Sun, Sybase, and webMethods. They can be

further subdivided into the major applica-

tion-server vendors – BEA, IBM, Microsoft,

Oracle, and Sun – and the others.

Middleware Platform Vendors
Integration-broker vendors in this category

provide tools that focus primarily on orches-

tration of services, applications, processes,

and data. These vendors provide integration

brokers, resource connectors, and visual

process definition and administration tools,

just like the application platform vendors.

However, middleware platform vendors lack

application servers of their own, though they

sometimes integrate with third-party applica-

tion servers and integrated development envi-

ronments (IDEs). Some vendors’ solutions are

primarily oriented to application integration

(i.e., the EAI vendors), while others (the EII

vendors) primarily address data integration

(though many vendors’ solutions do a bit of

both). EAI vendors with integration brokers

include Collaxa, Commerce One, Fuego,

Intalio, IONA, Lombardi Software, Oak Grove

Systems, Pegasystems, Savvion, SeeBeyond,

Sonic Software, TIBCO, Ultimus, Vitria, and

others. EII vendors with integration brokers

include Ascential, Attunity, Cape Clear,

Certive, Pervasive, PolarLake, TranSenda,

Xaware, and others.

Increasingly, integration brokering is

becoming a core feature of leading applica-

tion server platforms, such as BEA

WebLogic, IBM WebSphere, Microsoft

Windows Server System, and Oracle

Application Server. We expect this trend to

accelerate as application server vendors

strive to distinguish themselves through

increasingly more sophisticated suites for

developing, deploying, integrating, orches-

trating, and managing distributed services.

Web services–based middleware is fast

becoming one of the core feature sets of the

morphing network application environ-

ment, and every application server vendor

wants to become its customers’ principal

“all in one” environment.

We expect to see many EAI integration

broker vendors migrate toward becoming

full-featured application platform vendors

by adding application servers and IDEs to

their core product families. In the past year,

we saw webMethods – one of the pioneering

integration-broker EAI vendors – take this

step when it acquired The Mind Electric

along with its Web services platform, mid-

dleware, and development tool offerings. We

expect that many integration broker ven-

dors will evolve in this direction through

increasing integration with open source

application servers such as JBoss and

Apache Tomcat, and with open source IDEs

such as the Eclipse platform.

Feature Innovation Raising Bar Across
Integration Broker Market

We will also see continuing feature

enhancements by all integration broker ven-

dors as the industry common-denominator

functionality continues to evolve. The follow-

ing features will become standard in all or

most commercial integration broker offerings

(from both application platform and middle-

ware platform vendors) over the next two to

three years:

• Support for a broad range of EAI, EII, B2B,

and human workflow requirements

• Implementation of standards-based orches-

tration process syntaxes, especially WS-

BPEL, for enabling multivendor process

definition, interchange, execution, federa-

tion, monitoring, and control

• Increasing development orientation toward

visual process modeling notations – such as

Unified Modeling Language (UML) and

Business Process Modeling Notation

(BPMN) – that abstract developers from

underlying process definition syntaxes

(such as WS-BPEL)

• Introduction of visual process-definition

tools for use by nontechnical business

process analysts

• Integration of the growing range of WSF

standards (in lieu of non-WSF legacy inter-

faces) for identity, security, reliable messag-

ing, transactions, semantic interoperability,

and other core middleware, management,

and policy functions

• Integration of Web services management

(WSM) features such as lightweight mes-

sage processing agents that monitor traffic

performance and enforce service-level

agreements (SLAs) through real-time,

dynamic content routing and optimization

• On-demand downloading of software that

can be used to rapidly configure a remote

node to communicate with their integra-

tion brokers (a feature that will eventually

be rendered unnecessary, due to universal

platform implementation of the WSF stack

of standards)

• Deployment of functionally specialized

instances of integration brokers across

enterprise application infrastructures

• Flexible configuration of specialized inte-

gration brokers throughout application

infrastructures

• Inclusion of more sophisticated visual

tools for defining, administering, and

tracking orchestrations across multiple

domains

• Interfaces to same-vendor and external

UDDI and trading-partner registries for

service registration, finding, and binding

• Incorporation of a broader range of

process accelerator templates for various

vertical markets
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• Hosting of integration-brokering function-

ality for access by remote sites and B2B

trading partners

• Integration with multivendor identity,

access management, and security infra-

structure through standard interfaces such

as WS-Security, Security Assertion Markup

Language (SAML), and others

• Administration of business rules separate-

ly from the business process orchestra-

tions with which they are associated

through incorporation of rules-inference

engines that extract rules and metadata

from existing application code

• Incorporation of portals and presentation-

oriented orchestration development fea-

tures – such as e-forms and worklists –

into vendor product offerings

• Integration with e-mail, instant messaging,

mobile messaging, and other asynchro-

nous and synchronous communications

environments to transmit alerts, notifica-

tions, and other messages to end users

• Access to orchestration platform function-

ality through same-vendor portals or, via

portlets, through third-party vendor portal

environments

When universal vendor support for WS-

BPEL and other orchestration standards

emerges, it won’t make much competitive

difference among integration broker vendors.

Open orchestration standards will be imple-

mented universally within platforms and

tools, and will be invisible to most develop-

ers and users, just as Extensible Markup

Language (XML), SOAP, WSDL, and other

WSF specifications – though ubiquitous – 

are essentially invisible to most information

technology (IT) professionals.

WS-BPEL is one of many WSF specifica-

tions that integration broker vendors must

integrate natively if they wish to survive and

thrive in this market. An open orchestration

infrastructure depends on a broad range of

WSF specifications supporting critical net-

work application environment infrastructure

features, including standards-based applica-

tion messaging, service contracts, service

brokering, addressing, reliable messaging,

and event notification. Consequently, stan-

dards such as WSDL, UDDI, SOAP, WS-

Reliable Messaging, and WS-Eventing are just

as important for integration broker interop-

erability as WS-BPEL. These specifications

will have a powerful disruptive impact on the

current integration broker market, reducing

vendor lock-in. Over the next three to five

years, ubiquitously WSF-based EAI and B2B

environments will enable any-to-any mix-

and-match of integration brokers, connec-

tors, and design/development tools from

diverse vendors.

Recommendations and Conclusion
Integration brokers are central to enter-

prise platform, middleware, development,

and management strategies. Consequently,

companies must base their decisions on

whether, when, and how to implement inte-

gration brokers on many business and tech-

nical considerations.

Bear in mind that all vendors discussed in

this article provide the basic multipoint

orchestration features discussed above:

resource connection, message validation,

policy enforcement, content mapping and

transformation, message routing, and trans-

action tracking and coordination. Most ven-

dors provide strong visual development and

administration tools, diverse resource con-

nectors, and browser-oriented business

activity monitoring and control.

Beyond those core features, though, inte-

gration-broker vendors vary broadly in their

development and deployment options,

orchestration functionality, and legacy inte-

gration. To focus the decision process, enter-

prises should identify the integration scenar-

ios in which to deploy integration brokers.

Typically, integration brokers are appropriate

in multipoint integration projects involving

heterogeneous operating environments,

application platforms, middleware protocols,

and data resources.

Enterprise customers are implementing

integration brokers for a growing range of

middleware and orchestration requirements,

and will increasingly call for standards-based

multivendor interoperability. Federated,

standards-based orchestration is coming to

complex e-business environments every-

where. Integration brokers are the critical

infrastructure that will make this possible.
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“ General-purpose integration-brokering 
infrastructures are still the exception – not 

the rule – in most organizations ”

“ To focus the decision process, enterprises
should identify the integration scenarios in

which to deploy integration brokers ”
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This Month
Opening the Black 
Box of Integration

BY MIKE LEHMANN

The next wave of integration technology

is becoming clear. Emerging Web services

standards for orchestration and choreogra-

phy offer a fresh, standardized way of tack-

ling business process integration.

Previously this was a black box, a propri-

etary area that was different from vendor to

vendor. The new standards target an area

central to every integration project, the

actual business processes; this article navi-

gates these emerging standards.

Easy XML Publishing into Your
Enterprise Portal

BY PETER MOSKOVITS AND SUE VICKERS

The work needed to integrate XML with

a portal is considered highly technical and

time-consuming. For example, to publish

XML into a portal, developers usually think

that programming is their only option. They

go through the entire process of using

Beans, compiling XML Schemas, and pro-

cessing and binding XML instance docu-

ments. This article covers the options avail-

able to both page designers and developers

to simplify XML publishing. 

The Evolution of 
Data-Oriented Services

BY MATTHEW ZAGER

This article presents situations in which

applying XML and Web service technolo-

gies in a data-oriented manner provides

system interoperability and enhances the

ability of systems to more quickly adapt to

changing requirements. It also explores the

use of Web services and presents self-servic-

es, a concept to allow clients to get exactly

the right information in exactly the right

format on-demand.

Opening the Black 
Box of Integration
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Moving toward a standardized integration architecture
WRITTEN BY
MIKE LEHMANN 

If you’ve been working with integration technologies for
any length of time, you’re well aware of the freight train
of standards that has been careening through the indus-

try during the last five years. These standards, particularly in
the Web services space, are on the verge of doing to propri-
etary integration servers what SQL and J2EE standards did
to database and middle-tier servers of days gone by.

Database veterans remember when Cullinet ruled the roost;

many felt it had no technical equal. SQL was an interesting idea,

but not for real projects. Likewise, long-time middleware develop-

ers recall the ease of use of NetDynamics and the technical capa-

bilities of Kiva. J2EE? Another interesting idea, but again, not for

real projects.

Where are these products now? They’ve been almost entirely

replaced – by solutions based on those “interesting” ideas of SQL

and J2EE. It has become clear that organizations felt standards-

based architectures were more important than proprietary solu-

tions. 

Now with real synergy starting to happen between J2EE and

Web services standards, particularly the latest addition of business

process Web services standards, a similar story is poised to unfold

within the integration space. The proprietary black box of integra-

tion appears ready to be cracked open.

Checkboxes Don’t Count
So far, the integration space has proved relatively immune to

the standardization process. Yes, many vendors claim checkbox

compliance to a laundry list of standards, but it’s often just that: a

checkbox. It’s like putting a relational driver on top of a network

database: it works, but is it really relational?

It’s getting harder to play these kinds of games. Many organi-

zations are integration veterans and they understand the value of

integration, whether it’s increased efficiencies, lowered cost struc-

tures, or better visibility into internal and external processes. They

have deep insight into the integration problem domain and how it

can and should be standardized.

Juxtaposed against this increased level of awareness is a set of

interrelated standards that tackle a broad swath of the integration

space. In the runtime arena, J2EE provides key integration tech-

nologies in every J2EE compliant application server. In the Web

services space, an emerging standards stack covering quality of

service, business processes, interoperability and management is

targeted right at the core of many integration solutions.

Types of Integration
Let’s look at how the integration space is organized; Figure 1

offers a simplified illustration. 

Each integration type has specific technologies and correspon-

ding standards that map to the problem domain.

Data integration, as its name implies, focuses on moving data

between systems often at the database level, sometimes independ-

ent of application APIs. Technologies range from simple but proven

file transfers to more sophisticated database replication solutions to

advanced message brokers. Data integration standards vary from

database ETL technologies, messaging infrastructure provided by

J2EE containers to Web services facades on top of message brokers.

This last category is sometimes re-branded using the latest catch-

phrase in this space, Enterprise Services Bus.

Moving up the stack, functional integration focuses on using

business-level interfaces as the integration point. Almost every

business application vendor, including Oracle, Siebel, PeopleSoft,

and SAP, has a set of well-defined business APIs for core business

functions. This has created a market of adapter vendors who wrap

those APIs using J2EE standards such as the Java Connector

Architecture and offer them through various integration servers.

More recently, a number of application vendors have repackaged

their business APIs as Web services.

Next in the hierarchy is process integration, which focuses on

the flow or lifecycle of a business transaction. Typical technologies

used in this space include human workflow and process engines.

Standards have tackled process integration over the years, with the

most recent industry consensus occurring around Web services

orchestration standards like Business Process Execution Language

(BPEL).

At the top of the stack sits process-to-process collaboration.

This, too, is process-level integration but at a higher level, span-

ning businesses or organizations. A range of technologies – trad-

ing partner agreements and contracts, business protocol defini-

tions, and business document definitions – exists to accommo-

date and formalize this increased level of abstraction.

Representative standards in this space include industry-spe-

cific ones such as RosettaNet and UCCNet, and more generic

standards like ebXML. More recently, Web services standards
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like WS Choreography Description Language (WS-CDL) have

brought a Web services flavor to the space.

All of these integration technologies and standards share

some common requirements. Every integration server

requires transformation tooling; translation capabilities for

technologies such as EDI; analytic capabilities for reporting

and monitoring; and a runtime engine to provide a reliable,

available, and scalable infrastructure. 

Building the Standard Integration Platform
One cannot expect that the emergence of a standard auto-

matically means industry adoption. There are many standards

that have withered away without adoption. Further, there are

some integration tasks that never will be resolved by standards

no matter how abstract or all-encompassing they might be.

That is the very nature of integration projects.

Starting with J2EE
Figure 2 illustrates a J2EE 1.4 container and the services it pro-

vides. Imagine you’re an integration startup planning to offer a

new integration solution in light of this platform. 

Does it make sense for a startup to build a new container for

managing threads, connection pooling, and other scalability char-

acteristics when they are built into every J2EE container? Does it

make sense to write a new messaging engine when you get JMS

out-of-the-box? Does it make sense to write custom adapters

when every container that supports JCA and third-party adapters

can simply be plugged in? 

Not really. The list goes on and grows in each J2EE release:

security, transactions, Web services, deployment and manage-

ment. These are all standardized and, by the nature of J2EE com-

patibility, consistent among J2EE vendors. 

From a customer perspective there is no value if an integration

server builds a new plumbing layer at the level of J2EE. J2EE is a

popular, mature platform with large numbers of trained develop-

ers and administrators, well-known best practices and broad sup-

port across the vendor and consulting community. 

Moving to Web Services
With J2EE providing the integration runtime environment, the

next level to look at is how to bring two or more distinct systems

together. Try as organizations might, not every endpoint in a multi-

system environment will be J2EE. Integrating such heterogeneous

systems can be addressed by Web services. 

Figure 3 provides an abbreviated pictorial of Web service stan-

dards and how they can be put together to provide an integrated

Web services platform. 

You can look at this platform as having two major characteristics:

1. Endpoint Normalization: Web services provide a set of stan-

dards from the message definition through quality of service to

service capabilities focused on normalizing the definition of

application system interfaces. These standards are defined in

an operating system, programming model, and application-

independent manner. This provides a base framework for both

data and functional integration.

2. Process Definition: A relatively new addition to the Web servic-

es stack is the process level. Web services process languages

take advantage of the interoperability provided by a normalized

set of Web services endpoints, enabling integrators to tie them

together into business processes. This provides a base frame-

work for the highest level of the integration hierarchy – process

and process-to-process integration.

These are the foundation pieces in many integration solutions.

Most start by normalizing to a consistent model of application

interfaces and data and then provide process and human work-

flow infrastructure to weave the systems together.  

A common critique of this Web services stack is that very few

endpoints in enterprises today are Web services. The rejoinder is

that there is a built-in assumption that, just like for JCA, both

application providers and adapter providers will see the clear

value proposition and market opportunity in offering this infra-

structure. Considering the fast pace in which both types of ven-

dors are announcing Web services features, this seems like a

sound conclusion.

If one takes Web services seriously, it becomes hard to imagine

building an integration solution that is not based upon them. The

value proposition for building a parallel stack, like that for J2EE, is

simply not there from a vendor perspective nor does it exist from

a customer perspective.

Process Standardization – The Core of
Integration

Process definition languages tackle standardizing a key char-

acteristic of many integration solutions. Just like SQL was the lan-

guage that exploited the relational database, the business process

equivalent, BPEL, is the language that exploits Web services.

It is possible, particularly with the broad adoption of XML

Figure 1 • Integration abstraction vs. business value

Figure 2 • Typical J2EE 1.4 server and its services
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across most integration solutions, to do a peripheral

uptake of Web services. It gets progressively more awkward

with process languages that depend on key pieces of the

underlying Web services standards.

Take for example BPEL, a Web services process automa-

tion language that lets integrators weave together a series

of services into an executable business process.

Participating services are described in Web Services

Description Language (WSDL). Data types used in the

process are described in XML Schema within WSDL.

Correlations between running processes are described in

WSDL. 

The coupling of the language to WSDL is characteristic

of many higher-level Web services standards – WSDL is the

way information about the services is expressed. While this

could be captured in another way – and often is in existing

integration servers – Web-service-centric solutions will use

the native Web services mechanism. 

The inevitable question comes again: Why invent a new

mechanism to describe processes and their characteristics

when standards already exist? Why create new concepts –

your own black box – when the common language of

describing them is universally shared at the Web services

layer?

Standards Alone Don’t Make a Solution
Of course, standards themselves do not build integra-

tion solutions. What they provide is a foundation upon

which to build solutions. Process languages are a prime

example where there are many solution areas that have to

be built for them to be useful: modeling tools, runtime

environments, best practices, tuning techniques and

many more.

Take for example a typical purchase order scenario

where two organizations work hand in hand to fulfill the

order. What becomes immediately apparent is that trying

to coordinate two independent long running processes has

a complexity demanding higher level tools or even higher

level process languages. 

Figure 4 shows how a business analyst tool could be

used to model the collaboration between the two organiza-

tions, generating BPEL templates used to implement the

processes in each. This scenario, in fact, corresponds to a

Web services standard the next level up from BPEL called

Web Services Choreography, which is proposed to describe

process-to-process collaborations.

At this level of abstraction the playing field for integra-

tion servers is suddenly quite different. The competition is

not how well you innovate outside the standards; it is how

well you innovate within the standards. Organizations do

not care who has the best, most flexible process language;

they care who makes using the standard process language

the easiest and most productive. 

Moving Beyond the Black Box
By no means is this integration standardization train near the

end of the line. The destination is reasonably evident but there is a

significant distance yet to be traveled. Web services have reached

into many areas but at the same time have left large parts of inte-

gration untouched.

For example, Web services have not tackled transformation in

a serious way, although XQuery seems like a logical candidate.

They have just begun the journey into business-to-business and

process-to-process collaboration standardization with new work

happening in choreography. And, Web services have had fits and

starts in the area of human workflow and little of note in the area

of business rules. 

Despite this, the breadth of the standardization problem tack-

led is significant enough that integration vendors and customers

are quickly looking further up the stack for differentiation. Once

the foundation has commoditized, as described here, value has to

be provided by higher-level capabilities.  

Like with any commoditization, base level differentiation will

eventually be provided around ease of use, feature/functionality,

performance, reliability and the like. Already, one of the key fea-

tures platform vendors are offering is an integrated J2EE and Web

services runtime for their integration solutions.

It is obvious this base level of standardization opens new

opportunities for innovative solutions. Just like the emergence of

SQL and J2EE created new platform vendors and strong markets

for supporting tools, practices and technologies, the combination

of J2EE and Web services is now in the midst of doing the same to

the proprietary black box of integration. 
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Figure 3 • Web service standards in context

Figure 4 • Tooling a typical purchase order flow
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PORTAL

Easy XML Publishing 
into Your Enterprise Portal

Sharing the power with non-techies
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AUTHOR BIOS

Enterprise portals provide a sin-
gle interface to aggregated and
componentized information.

They significantly reduce the naviga-
tional issues inherent with Web sites
and make it easier to publish informa-
tion from disparate sources. The basic
building blocks of enterprise portals
are portlets, which are reusable, per-
sonalized Web components displaying
content from various data sources.

One data source, XML, has become

a widely used tool in enterprise por-

tals. The work needed to integrate

XML with a portal is often considered

a highly technical and time-consum-

ing task. For example, to publish XML

into a portal, developers usually think

that programming is their only

option. They go through the entire

process of using Beans, compiling

XML Schemas, and processing and

binding XML instance documents.

Developers go through this process

without considering the level of com-

plexity needed to publish the content. 

This article covers the options

available to both page designers and

developers to simplify XML publish-

ing. These options range from using

portlet building tools that are highly

productive and geared toward page

designers, to coding using the Java

portlet standard Java Specification

Request ( JSR) 168, which offers devel-

opers complete control over the port-

let application.

Portlet Building Tools Ease
Portal Development

Today, creating portal pages does

not require you to be highly technical.

It is a natural and important step in

the evolution of portals to give non-

technical users, such as page design-

ers, the power of presenting informa-

tion declaratively from complex

sources. The use of wizard-based tools

in developing portal pages, running in

the browser or an integrated develop-

ment environment (IDE), is the first

step along this path. These graphical

tools are built with the page designer

in mind and provide fairly simple, but

effective publishing mechanisms.

These tools often rely on abstracted,

reusable data sources, such as XML,

Web Services, CSV, or SQL. XML, one

of the newest reusable data sources

for portals, originally designed for

large-scale publishing, plays an

important role in integrating data into

an enterprise portal.

A few of the most important char-

acteristics and capabilities of portlet

building tools include:

• Leveraging existing XML and Web

services feeds and rendering direct-

ly into the portal

• Accessing XML and Web services

feed through parameterized URLs

• Creating reusable portlets with

events

• Accessing protected URLs

• Caching portlets 

• Supporting filtering and layout for-

matting

• Accessing XML through the Java

Portlet Standard JSR 168

Portlet building tools play an

essential role in developing enterprise

portals as manually implementing

some or all of the functionality in the

list would require extensive coding.

Also, programming requirements for

enterprise portals tend to exclude the

page designer from the portlet build-

ing process. 

Leveraging existing XML feeds and 
rendering directly into your portal

When integrating XML data or any

other type of data source into an

enterprise portal, portlet building

tools offer choices for page designers.

Many companies offer XML feeds for

viewing the latest product informa-

tion or for providing up-to-the minute

news feeds. Portals can leverage these

XML feeds and integrate the content

as a portlet and publish it directly

onto a portal page without coding.

Often these tools or utilities automat-

ically process the content from the

XML feed and offer many different

types of layouts to display the con-

tent. 

The feed from XML-Journal shown

in Listing 1 is an example that provides

the latest news information relating to

XML.

Using the wizard, a page designer

provides the URL to this RSS feed

(www.sys-con.com/story/category.

cfm?id=1080&rss=1) and an optional

XSL filter to transform the data. The

portlet tool consumes the XML,

applies any necessary filters, and

maps any parameters if necessary (see

Figure 1). 

Once the XML has been consumed

by the tool and the page designer

selects a layout appropriate for this

feed, the tool creates the portlets,

WRITTEN BY PETER MOSKOVITS
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which are added to the portal page. To

the end user, this news feed is just

another portlet on the portal page

(see Figure 2).

Accessing XML and Web services feeds 
There is often a need to access XML

and Web services feeds through parame-

terized URLs. This need is derived by a

requirement to provide end-users with

dynamic content or to filter content ren-

dered on a page based on the user current-

ly logged-in. Portal features enable page

designers and end-users to drive content

through a URL in the form of page param-

eters or private portlet parameters. The

page parameter drives content to all

portlets receiving this parameter and pri-

vate portlet parameters target a specific

portlet on a page. The parameter that

needs to be passed along with the URL,

should often be a portal system variable,

such as the name of the portal user. 

At other times the parameter is a per-

sonalization parameter. Let’s suppose

the portlet retrieves weather informa-

tion from the following URL: http://

myweatherinfo.com/rss_weather_inf

o.xml. To be able to retrieve personal-

ized weather information, the

requested URL must contain a param-

eter indicating the ZIP or area code:

http://myweatherinfo.com/rss_weath

er_info.xml?zip=94065.

In this scenario the portlet should

support user-level personalization, so

that users can specify the geographi-

cal location in which they are interest-

ed. Let’s consider another scenario.

When the URL of the portal page is

invoked, a parameter called zipcode is

passed to it indicating that the page

should display information relevant

to that particular ZIP code. In this

case it is not the portal user, but the

calling environment, that specifies

the value of the parameter and passes

it to the portal page: http://mypor-

tal.com/page?zipcode=94065 (see Fig-

ure 3). The parameter that is passed to

the portal page has to be passed fur-

ther to the portlet. The task of map-

ping the page parameter, zipcode, to

the portlet parameter, zip, needs to be

performed by the page designer.

Note: The ability to map page

parameters to portlet parameters

declaratively is a portal feature. As a

result of this, the portlet can contact

the data source and pass the required

parameter to it: http://my weatherin-

fo.com/rss_weather_info.xml?zip=940

65. As this example illustrates, portlet

building tools can empower non-

technical page designers to map por-

tal page parameters to portlet param-

eters, ensuring the seamless informa-

tion flow.

Creating reusable portlets with
events

Making hyperlinks more dynamic

than they are in the HTML world helps

enterprise portals elevate interactivity

and reusability to a higher level. Let’s

take a news portlet that uses an XML

feed as its data source as an example.

The portlet contains a hard-coded

hyperlink that takes the users to

another portal page. Upon realizing

how useful your portlet is, you may

want to add another instance of it to a

portal page. It works fine as long as

you don’t want to navigate your users

from the two portlets to two different

portal pages. Different portal vendors

provide slightly different solutions to

this problem. A typical solution for

making portlets interactive and

reusable is to use portlet building

tools to create events.

Any user action performed in a

portlet, such as a clicking on a hyper-

link or a button, may trigger an event

in the portal. Page designers then

have the ability to map events to

actual links: portal pages or physical

URLs. When the portal receives the

event, it navigates the user to the

page as specified by the page design-

er (see Figure 4). 

Access to protected URLs
The XML data source you may

want to use in your portlet is often not

publicly accessible. The ideal wizard-

based tool should provide support for

XML data sources that require basic,

or form-based, authentication. 

Since the same data source could

be accessed by a number of portal

users, authentication on a per user

basis should also be possible. The user

dependent authentication informa-

tion may be stored in the portlet’s pref-

erence store or in the repository (usual-
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Figure 1 • Wizard

Figure 2 • News Feed

Figure 3 • Seamless information flow

Figure 4 • Navigation
~continued on page 57~
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WEB SERVICES

The Evolution of 
Data-Oriented Services

Systems adapt quickly with XML and Web services
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My colleague wrote an article
for XML-J two years ago
about an opportunity we had

to solve our data management chal-
lenges with XML (“Managing Data
Sources with XSLT,” www.sys-con.com
/story/?storyid=40411). The result of
our work was our XML Data Services
(XDS), an XML data access language
and processing engine, which allowed
us to quickly and easily manage the bi-
directional transform between data
sources and XML. A couple years have
passed, and new challenges have arisen
and been solved by leveraging our XML
data access engine and Web services.

My primary focus over the last cou-

ple of years has been enabling legacy

data sources and applications to provide

visibility into the enterprise and enable

business process orchestration. These

systems include everything from large-

scale Department of Defense databases

to automotive engineering applications.

In this article I present situations in

which applying XML and Web service

technologies in a data-oriented manner

provided system interoperability and

enhanced the ability of systems to more

quickly adapt to changing requirements.

I also explore the use of Web services as

they apply to overcoming barriers with-

in internal development and deploy-

ment environments. Finally, I present

self-services, a concept to allow clients

to get exactly the right information in

exactly the right format on-demand.

These concepts expose isolated enclaves

of information as visible and accessible

commodities for the benefit of the

enterprise.

Web Service Basics
There are numerous excellent arti-

cles and online resources that define

service-oriented architectures and Web

services in great detail, so I will only

briefly review them here to provide con-

text. Web services are adopted for their

use of platform-independent open stan-

dards enabling the interoperability of

distributed disparate systems. Web serv-

ices can then be deployed either inde-

pendently or in a service-oriented archi-

tecture. Service-oriented architectures

are composed similar to traditional dis-

tributed software architectures but with

much more loosely coupled layers.

Figure 1 depicts some typical layers we

deploy in a service-oriented system.

Data-Oriented Service Basics
The examples presented in this arti-

cle focus on the foundation layer in

Figure 1, the data access service layer. A

recent pattern in service development

involves configuring an object-relational

mediation framework to instantiate

objects encapsulating data contained

within a database. The instantiated

objects are then marshaled to XML using

an object-XML binding API for publica-

tion through the service interface. The

object model has been relegated to little

more than getters and setters for a single

database table with no behavior linked

to the objects. Our goal is to simplify the

building and deployment of data-orient-

ed services by focusing on the funda-

mentals, namely the source data, the

XML Schema defined for publication,

and the data access rules. 

My first example examines the

processes used to Web-enable a legacy

Department of Defense database appli-

cation. The specification called for the

application to run in a Web portal envi-

ronment. To achieve the separation of

content from presentation, we pub-

lished our data as XML using our XDS

engine and used XSL transforms to gen-

erate our portal-compliant displays. An

example use case is finding all person-

nel located in an area defined by a geo-

graphic bounding box expressed as

parameters upperLeftLat, upperLeft-

Lon, lowerRightLat, and lowerRightLon.

Listing 1 is a snippet of an XDS mapping

document implementing this use case

(code listings are available at www.sys-

con.com/xml/sourcec.cfm). It shows

the binding of the results of an SQL

query, encapsulated in the xdl: state-

ment, and the XML output identified by

the xdl:elements. The details of using

the XDS grammar can be viewed in the

XML-Journal article previously refer-

enced.

This particular application was

developed under a joint program for the

Department of Defense so it experi-

enced a high degree of visibility. The

project was soon approached by devel-

opers of another program investigating

the feasibility of our portal data being

made available in a distributed services

environment. The architecture already

supported the generation of XML con-

tent, so the only thing we needed to

provide was the service interface. We

were asked to provide an RPC-style

service exposing the parameters for

the geographic bounding box and

return the content as defined by our

initial XML Schema. SOAP was the

natural selection because of its light-
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weight XML-based messaging frame-

work able to exchange RPC calls over a

variety of underlying protocols. The

abridged WSDL can be viewed in Listing 2.

We implemented the SOAP Web 

service using the Apache Axis toolkit, an

implementation of the SOAP submission

to the W3C [Axis]. The method shown in

Listing 3 shows how we develop Web serv-

ices using Axis to proxy requests to the XDS

engine.

There has been extensive discussion

regarding the definition of Web services

and what constitutes a valid service. These

discussions have given rise to a new model

for Web services called Representational

State Transfer (REST) Web services. REST

Web services focus on the basic underpin-

nings of the Web in general, namely URIs,

HTTP, and XML. In order to be REST com-

pliant we need to define a simple URI to

identify our XML resource, which can be

accessed via basic HTTP requests. In our

case we define a JavaServer Page (JSP) end-

point with a set of query string parameters,

e.g., http://host/personnel.jsp?upperLeft

Lat=Y1&upperLeftLon=X1&lowerRightLat

=Y2&lowerRightLon=X2.

The JSP implementation, shown in

Listing 4, consists of using the XDS Tag

Libraries to reference the mapping docu-

ment and pass parameters to that map-

ping document. These simple tag libraries

activate the XDS engine, execute the map-

ping and return the XML results through

the JSP response output stream.

Figure 2 shows that by simply provid-

ing an Axis wrapper or a JSP endpoint we

are able to quickly provide our XML-

enabled data in both SOAP- and REST-

compliant Web services. The isolation of

XML generation and ease of service imple-

mentation demonstrates the ability of

data-oriented services to adapt to chang-

ing requirements. These same principles

also apply for new content creation and

addition of capability. This is an example of

how we successfully deployed our service,

but bear in mind that there are a number

of data-enabling technologies and data-

oriented services do not only apply to

databases.

Beyond the Basics of 
Data-Oriented Services

My second example involves a system

that requires a trusted client to access data

stored in a database that resides on the

opposite side of a firewall between un-

trusting networks. The current solution to

the firewalled database problem requires a

client to remotely log into a machine with-

in the trusted network, create a query file

identifying the stored procedure to exe-

cute, and save this file to their home direc-

tory. The database maintainers have a

process that runs periodically that will pick

up the query file from the client’s home

directory, execute the specified query, and

create a result file. The client will then copy

the result file back to their working envi-

ronment in order to process the results.

There are several problems with this

solution, including stale database results,

human in the loop, and additional work to

handle the proprietary input and output

formats. This situation is exactly what web

services were designed for. Web services

provide on-demand information in a stan-

dardized format allowing for machine-to-

machine communications.

Based on my first example, it is

straightforward to prepare XDS maps for

the stored procedures and publish the

results as XML in either SOAP or REST

services. The clients and their applications

are now able to access the stored proce-

dures on-demand and have the results

tunneled through the firewall in a stan-

dardized format.

The example database I am speaking of

is not atypical in that it is quite large, often

requiring very complex SQL, and full of

special conditions. The demands on the

database maintainers are becoming

unmanageable, so much so that they are

investigating ways to allow the clients ad-

hoc query access. The proposed solution

to empowering clients in a distributed

environment is self-services.

Self-Services
Self-service is a concept in which the

service provider exposes a sufficiently flex-

ible interface that allows a knowledgeable

and trusted client to control functional

aspects of the service. This concept brings

Web services from external system inter-

faces to internal heterogeneous applica-

tion environments. Candidates for self-

service providers include open source con-

tent providers with a large, diverse client

base or global corporations with distrib-

uted IT environments.

While the self-service concept does not

apply only to data-oriented services, I’ll

apply this concept using the technologies

and constraints from my previous two

examples. Instead of the service provider

predefining a set of strict services, a gener-

ic service, as shown in Figure 3, is provided

where clients are able to send XDS map-

pings and receive the requested content in

the desired XML format. As with all engi-

neering trade-offs, self-services expose

more complexity to client in order to

achieve the services flexibility.

XDS mappings are defined using an

XML grammar, which allows for a seamless

fit as the payload of a SOAP envelope.

Listing 5 shows how I partition the param-

eters and mapping.

Once on the service side, the incoming

SOAP envelope is parsed to create the

parameter HashMap and extract the XDS

mapping document. The XML results gen-

erated by the mapping are packaged in a

SOAP response envelope and sent back to

the client. Listing 6 shows the generic

envelope parsing and XDS execution.

An HTTP POST of the XDS mapping

document to our JSP endpoint imple-

ments our REST-style self-service, simple

XML in and XML out. Listing 7 demon-

strates the use of the XDS Tag Libraries, this

time using the REQUEST identifier to

specify the location of the mapping docu-

WEB SERVICES

Figure 1 • Service layers

Figure 2 • SOAP and REST services

Figure 3 • XDS self-service
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ment as the POST body of the HTTP request.

While other self-services may not require

the intimate detail a database provider may

expose, the key is the client can specify pre-

cisely what data they want. The clients do

not have to settle for a pre-configured service

requiring them to selectively process the

result elements. The client is also able to

define the response format avoiding costly

translation layers. 

As with all sensitive services, security

standards should be leveraged to authenti-

cate the client and protect the integrity and

confidentiality of the messages. In addition

to protecting the message itself, we want to

protect the resource we are service enabling.

This is accomplished by allowing different

clients to have different capabilities based on

the service provider’s level of trust in the

client. The higher the level of trust, the more

freedom the provider may allow the client to

exercise. The levels of trust include not only

the right of the client to see specific data, but

also the trust in the client that they will not

do harm to the provider either intentionally

or through ignorance.

Staying with the database example we

define three levels of trust. The first-level

clients are restricted to using stored proce-

dures with defined parameters. The

provider defines a set of stored procedures,

the procedure's input parameters and out-

put fields. The second-level clients are per-

mitted to execute the stored procedures as

well as execute dynamic queries against a

set of database views created by the

provider. The views restrict read/write per-

missions as well as hide the details of the

data model. The third-level clients are

allowed full access to the database and are

able to construct ad-hoc queries. All clients

are able to construct an XDS mapping

allowing them to set the values of input

parameters and define XML mappings for

output data fields.

Conclusion
Web services have given developers a

new tool enhancing system interoperability

and data sharing. Engineering is about

tradeoffs of complexity, maintainability,

flexibility, and performance among others.

The opportunity to work firsthand with

many legacy systems has proven the value

of data-oriented services and the possibili-

ties self-services hold. I'd be happy to

answer questions or hear your thoughts on

these topics.
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<xdl:querysheet>

<xdl:datasource ns="personDB"/>

<xdl:statement ns="getPersons">
<![CDATA[
select person.firstname, person.lastname, passport.ppn
from person, location, passport
where person.id = passport.person and

person.location = location.id and 
((location.x > {$upperLeftLon} and 

location.x < {$lowerRightLon}) and 
(location.y < {$upperLeftLat} and 
location.y > {$lowerRightLat}))

]]>
</xdl:statement>
<xdl:element name="persons">

<xdl:transaction datasource="%personDB" exception="stop">
<xdl:session statement="%getPersons" mode="query">

<xdl:for-each expr="*">
<xdl:element name="person">

<xdl:element name="firstName" expr="*1"/>
<xdl:element name="lastName" expr="*2"/>
<xdl:element name="passportNumber" expr="*3"/>

</xdl:element>
</xdl:for-each>

</xdl:session>
</xdl:transaction>

</xdl:element>
</xdl:querysheet>

<wsdl:definitions>
<types>

<xsd:schema>
<xsd:import

namespace="http://schemas.xmlsoap.org/soap/encoding/"/>
<xsd:complexType name="personResults">
<xsd:sequence>

<xsd:element name="persons" type="intf:personList"/>
</xsd:sequence>

</xsd:complexType>
<xsd:complexType name="personList">

<xsd:sequence>
<xsd:element name="person" type="intf:personType"

minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>

</xsd:complexType>
<xsd:complexType name="personType">

<xsd:sequence>
<xsd:element name="firstName" type="xsd:string"/>
<xsd:element name="lastName" type="xsd:string"/>
<xsd:element name="passportNumber"

type="xsd:string"/>
</xsd:sequence>

</xsd:complexType>
</xsd:schema>

</types>
<wsdl:message name="requestPersonnelResponse">

<wsdl:part name="requestPersonnelReturn" type=
"impl:personResults"/>

</wsdl:message>
<wsdl:message name="requestPersonnelRequest">

<wsdl:part name="upperLeftLat" type="xsd:float"/>
<wsdl:part name="upperLeftLon" type="xsd:float"/>
<wsdl:part name="lowerRightLat" type="xsd:float"/>
<wsdl:part name="lowerRightLon" type="xsd:float"/>

</wsdl:message>
.
.
</wsdl:definitions>

public Document requestPersonnel(float upperLeftLat, float 
upperLeftLon, float lowerRightLat, float lowerRightLon) throws 
XDSException {

//Load a HashMap with parameters
HashMap pMap = new HashMap();
pMap.put ("upperLeftLat", String.valueOf(upperLeftLat));
pMap.put ("upperLeftLon", String.valueOf(upperLeftLon));
pMap.put ("lowerRightLat", String.valueOf(lowerRightLat));
pMap.put ("lowerRightLon", String.valueOf(lowerRightLon));

//Instantiate XDS, set mode to XML DOM, execute with 
parameters

XMLDataService xds = new
XMLDataService("requestPersonnel.xds");

xds.setMode (XDSProcessor.DOM);
return (Document) xds.get(pMap);

}

Listing 3•Axis Service Implementation

Listing 2 • RPC WSDL

Listing 1 • XDS Mapping Document

Download the Code
www.sys-con.com/xml
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ly LDAP repository), where the portal user

information is being stored.

Caching portlets
The ability to cache XML-based portlets is

key to serving portal pages in a timely man-

ner. It is especially true as the slowest portlet

usually slows down the entire page. The sim-

plest form of caching is expiry-based caching.

Let’s suppose you have to display weather or

news information in your portlet. Although

this type of data changes rapidly, the perform-

ance gained by caching the portlet content

can result in an approximately 10-minute

latency, which is probably acceptable to your

users.

The importance of portlet caching increas-

es dramatically when the data source itself

(e.g., the provider of the XML feed) has per-

formance issues. As long as the cached portlet

content is displayed on the portal page to the

end users, the delay that users would experi-

ence by accessing the news feed directly is

eliminated.

Supporting filtering and layout 
formatting

Options such as filtering and layout

capabilities provide a more productive

experience when publishing XML content.

Some filtering capabilities include the abil-

ity to define conditions, ordering, and limit-

ing the size of the result set.

Wizard-based portlet building tools tend

to be limiting on the user interface front.

They are expected to offer a wide variety of

flexible views (e.g., tabular, chart, tree,

scrolling news) and pagination support.

Some may also provide APIs to create cus-

tom layouts.

Accessing XML through Java using 
the Portal Standard JSR 168

Occasionally, there is a need to extend

the functionality provided by portlet build-

ing tools so that developers can have more

control over the integration with the appli-

cation or Web service. Programming pro-

vides developers with more control to pub-

lish with XML or to use XML to manipulate

Web services. Developers can either extend

the portlet already created by the wizard-

based tool or they can program the portlet

from the beginning and have total control

over the application. Extending the portlet

created by the wizard-based tool offers

developers with a more productive solution

instead of programming from the start. The

page designer can initially create the con-

tent and then send additional requirements

to the development team to extend the lay-

out of the portlet. 

When creating portlets using XML where

full control is needed and where the portlets

will be rendered on multiple portals, devel-

opers can program portlets using the portlet

standard, Java Specification Request ( JSR)

168.

JSR 168 is a specification that defines a set

of APIs to enable interoperability between

portlets and portals, addressing the areas of

aggregation, personalization, presentation,

and security. JSR 168 defines:

• The portlet API (portlet container) provides

a runtime environment to invoke portlets.

Developers use this API to program portlets

that render on compliant portals. 

• URL-rewriting mechanism for creating user

interaction within a portlet container. 

• Security and personalization of portlets. 

• A common API for interoperability and

portability of Java portlets between portal

vendors. 

• Access to a variety of XML registries.

Since JSR 168 is a standard for building

Java portlets, developers have access to all of

the APIs of Java 2 Enterprise Edition (J2EE).

Java provides the building blocks for XML

publishing, developing Web services, and

applications that access Web services. Using

JSR 168 and J2EE, developers can write inter-

operable Java portlets that access and display

data in an XML document or parse and trans-

form XML documents. These portlets can be

rendered on any portal platform that supports

JSR 168. 

Some available APIs include:

• Java API for XML Processing (JAXP)

• Java Architecture for XML Binding (JAXB)

• Java API for XML Registries (JAXR)
• Java API for XML-based RPC (Jax-RPC)

Conclusion
As this article has described, XML pub-

lishing into a portal can be a fairly easy

process. Page designers can use portlet

building tools that are very productive and

simplify the process of integrating applica-

tions and content that could normally take

weeks to code. For developers, Java offers a

viable solution to XML publishing into a

portal with the portal standard, JSR 168. JSR

168 provides all the APIs for publishing

XML with Java as well as the APIs to render

that Java application as a portlet into the

portal. 

<item rdf:about="http://www.sys-con.com/story/
?storyid=43708&amp;rss=1">
<title>XML in the News</title>
<link>http://www.sys-

con.com/story/?storyid=43708&amp;rss=1</link>
<description>A round-up of what's being said and 

written about XML, culled from around the Web, 
including Michael Champion on Tim Berners-Lee, 
Wendell Piez on Postel's Law, and Adam Bosworth on 
REST.</description>

<dc:date>2004-02-18T00:00+00:00</dc:date>
</item>
<item rdf:about="http://www.sys-con.com/story/
?storyid=43636&amp;rss=1">
<title>Altova Educational Services Launches Web-Based 
Training</title>

<link>http://www.sys-con.com/story/?storyid=43636&amp;
rss=1</link>

<description>Altova Inc.'s Educational Services 
department is now accepting registrations for its 
first set of Web-based training courses.</
description>

<dc:date>2004-02-11T00:00+00:00</dc:date>
</item>
<item rdf:about="http://www.sys-con.com/story/

?storyid=43638&amp;rss=1">
<title>XAware Teams with Lockheed Martin on $98 Million 

E-Rulemaking Project</title>
<link>http://www.sys-con.com/story/?storyid=43638&amp;

rss=1</link>
<description>XAware, Inc. has been selected by Lockheed 
Martin's Information Technology business unit to 
provide data integration software as part of the

President's Management Agenda to establish E-Rulemaking.</
description>

<dc:date>2004-02-11T00:00+00:00</dc:date>
</item>

LISTING 1•

PETER.MOSKOVITS@ORACLE.COM

PORTAL

Easy XML Publishing ~continued from page 53~
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Infravio X-registry Drives Internal
Collaboration, B2B Opportunities

(Cupertino, CA) – Infravio, Inc., has

launched the Infravio X-registry,

the company’s new corporate Web

services federated registry, used to stimulate

internal collaboration and business-to-business

use of Web services.

The Infravio X-registry provides companies

with a single point of access for all technical

and business information about Web services

in their enterprise. It puts equal emphasis on

provider and consumer information, leading to

control across the services life cycle. X-registry

can function as the sole corporate registry, or

as a federated registry.  When acting as a feder-

ated registry, the product provides a consoli-

dated view of all UDDI and ebXML registries

within the enterprise. 

www.infravio.com.

Reactivity DeliversSolution to Secure
SAP, PeopleSoft, and Oracle Web
Services

(Belmont, CA) – Reactivity, Inc., which

delivers instant and sustainable

XML Web services security solu-

tions, has announced that its flagship Reactivity

XML Firewall  seamlessly and securely deploys

the Web services available from SAP, PeopleSoft,

and Oracle applications.  The Reactivity XML

Firewall eliminates the complexity of integrat-

ing these enterprise application Web services,

reducing deployment times from weeks or

months to minutes, while providing a centrally

controlled Web services security policy with

optimized enforcement.

www.reactivity.com

Systinet Announces New Products  
(Los Angeles, and Cambridge, MA) –

Systinet, a provider of software for

creating service-oriented architec-

tures (SOAs), has announced the immediate

availability of Systinet Gateway 1.0, Systinet

UDDI Registry 5.0, and Systinet Server for Java

5.0 and C++ 5.0, a family of products that pro-

vides the fundamental building blocks for IT

organizations to develop and implement SOAs

for mission-critical business applications.

Systinet’s new products are the first to support

Web services for multiple messaging-oriented

middleware, the latest UDDI Version 3 specifi-

cation, and new standards like WS-

ReliableMessaging, enabling SOAs that are

highly interoperable, reliable, and cost effective. 

All of the products are immediately

available. 

www.systinet.com

Westbridge Technology Enhances 
Solution Security, Administration,
Performance

(Mountain View, CA) – Westbridge

Technology, a provider of Web

services security solutions for

service-oriented architectures (SOA), has

announced the release of version 3.1 of its

flagship XML Message Server (XMS). XMS 3.1

contains the latest security signature and

rule updates designed to thwart attacks, XML

acceleration enhancements, standards

updates as well as improved tools that auto-

mate and simplify network management and

administration.  These capabilities help

extend the leadership Westbridge has

attained in providing the most comprehen-

sive and advanced Web services security

solution that can scale to enterprise-wide

SOA.

www.westbridgetech.com

Sarvega Announces Integration
of Products with CA Offerings

(Las Vegas) – Sarvega, Inc., a provider 

of high-performance XML net-

working solutions, announced

today the integration of its XML Guardian

Gateway with Web Services Distributed

Management (WSDM) from Computer

Associates (CA), providing customers with 

a comprehensive solution for processing,

securing, and managing XML-based Web

services. Using CA’s WSDM 3.1 Observer

Development Kit (ODK), integration between

the two products will deliver native Web

services management capabilities from 

within the XML Guardian Gateway.

CA’s WSDM 3.1 ODK is a comprehensive

toolkit that enables third parties such as

Sarvega to integrate their products with 

CA’s Web services management solutions.

Sarvega’s integration with CA’s WSDM will

allow enterprises to more effectively manage

Sarvega’s XML Guardian Gateway and

Accelerator to deliver end-to-end Web 

services security and management as well as

protect against XML-based content attacks.

Sarvega’s XML Guardian Gateway enables

its customers to secure and protect mission-

critical XML Web services traffic in a reliable,

high-performance appliance solution.

Sarvega’s XML Speedway Accelerator delivers

wire-speed XML processing, including XSLT

transformation and schema validation.

www.sarvega.com

Forum Systems Releases Forum
XWall 3.0 for Developers; Has WS-I
Compliance

(Las Vegas) – Forum Systems, Inc., a

provider of trust

management and

threat protection Web services security solutions,

has released version 3.0 of its Web Services

Firewall. Forum XWall v3.0 introduces the first

implementation of WS-I Basic Profile 1.0 confor-

mance detection and enforcement for both

design-time and real-time at the edge of the net-

work. By embedding WS-I conformance into the

network instead of the application, Forum cen-

tralizes enforcement to ensure the interoperabili-

ty of multiple Web services as they become exter-

nally deployed. 

www.forumsys.com

WSJ: NEWS

TIBCO Software Extends Business
Activity Monitoring with TIBCO
OpsFactor

(Palo Alto, CA) – TIBCO Software Inc., an

enabler of real-time business

and the world’s largest inde-

pendent business integration software com-

pany, has announced the availability of

TIBCO OpsFactor 1.0. The new product gives

users visibility into business operations that

are being orchestrated by TIBCO’s business

integration software through the creation of

dashboards that visually display real-time

information, operational metrics, and key

performance indicators that reflect business

goals and conditions.

TIBCO OpsFactor leverages TIBCO

BusinessWorks, TIBCO’s real-time business

integration platform, as the source for

process content. By incorporating its own

palette of monitoring and measurement

tasks into the TIBCO BusinessWorks model-

ing environment,

TIBCO OpsFactor lets

users add activity sen-

sors to any step or sub-

step in a process, define

threshold levels so

exceptional events and

conditions can be identi-

fied, and configure “rollup rules” so related

metrics can be aggregated and assembled into

meaningful information and alerts. 

www.tibco.com

e
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one event to get your application noticed by key

industry buyers and decision makers:

Register Today –
Be a part of the largest, 
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Prolifics experts help you articulate the 
value of portals to your business sponsors
and perform a quick business review 
identifying portal benefits as it applies to
your organization.   

Portal Workshops and Proof of Concepts
Prolifics demonstrates valuable portal 
features and translates the breadth of 
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future needs.  
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